MBOY «IIOJATOPEHCKHM JIMIIEM UMEHHM H.A. BEJIO30POBA»
POCCOIIAHCKOI'O MYHHUIMIIAJIBHOI'O PAMOHA
BOPOHE)XCKOMU OBJIACTH

IMIPUKA3
«29» centsOpsa 2021 r. Ne 231 - o6m.

«0O06 opranu3zanuu paGoT Mo 3aMKTe NEPCOHANbHBIX IaHHBIX 00pabaTbiBaeMbIX B
HHGPOPMALHOHHBIX CHCTEMAX NMEePCOHAJIbHbIX AaHHBIX H/HJIH 0e3 HCNO0JIb30BaAHHS
CpeCTB aBTOMATH3AlHI)

Bo ucnonnenue tpeboBanuii @enepansHoro 3akona ot 27 utons 2006 roga Nel52-
@3 «O nepcoHaNbHBIX JaHHBIXY», Tpuka3za PCTIK Poccuu ot 18 deBpans 2013 roga Ne
21 «O06 yTBepxk/I€HUH COCTaBa ¥ COJIEPIKAHUS OPraHU3aIMOHHBIX U TEXHUYECKHX MEp I10
obecnieueHnio 0e30MacCHOCTH TEPCOHANbHBIX JaHHBIX IIpu UX o0OpaboTke B
UH(GOPMAIIMOHHBIX CUCTEMAaX MePCOHANBHBIX JaHHBIX» U npuka3za PCTIK Poccuu ot 11
¢despans 2013 roga Nel7 «O6 yrBepxaeHun TpeGoBaHUM O 3amuTe UHPOPMALUH, HE
COCTaBJISIONIEH TIOCYyJapCTBEHHYIO TalHy, CcoOAepXalleicss B TrocyAapCTBEHHBIX
UH(OPMALIMOHHBIX CUCTEMAX)»

[Ipuka3biBaro:

1. YrBepauth u BBecTH B jeiictBue «llonoxenue o6 opranuszanuu paboT no
3alUTe TMEepPCOHAJBHBIX MAaHHBIX 0OpabaTbiBaeMbIX B HH()POPMALMOHHBIX CHCTEMax
NEePCOHANBHBIX JaHHBIX W/WiIM 0e3 UCHONb30BaHMs cpeacTB aBToMatusauud MbOY
«Iloaropenckuii nuueit umenu H.A. benozoposa» (IIpunoxenue 1).

2. OtBeTcTBeHHOMY 3a oOecrieueHue O€30MaCHOCTU IEPCOHAIbHBIX JAaHHBIX
obecrieyuTs BhINOIHeHHE TpeboBanuit [TonoxeHusi.

3. Tpe6oBanuss IlonokeHuss noBecTH OO0 pPaOOTHUKOB, HEMOCPEICTBEHHO
OCYIIECTBIISIOIIMX 3aIIUTYy ePCOHATBHBIX JaHHBIX.

4. KoHTposnsb 3a HCTIONTHEHHEM: HACTOSIIIETO MOCTAHOBJIEHHS OCTABIISIO 32 coboii.

08 YHPEX,

Jupektop yqpexa[err&sr ; AM. I'punes

C npyrKa30oM 03HAKOMIIEHBL: "~ ., o



[Ipunoxenue 1
K MPUKA3y M0 yUPEKICHUIO
otT 29.09.2021 r. Ne 231-00mr.

HOJIOKEHHUE
00 opranu3zanum padoT Mo 3a1KTe NEPCOHAJIBHBIX JAHHbIX 00padaThIBaeMbIX
B HHGOPMALNMOHHBIX CHCTEMAX MEPCOHAJbHBIX JAHHBIX U/ WM 0€3 UCI0JIb30BAHNS
CpeACTB AaBTOMATHU3AIlMU B
MBOY «Iloaropenckuii muueit umenu H.A. besiozoposa»
PoccomaHckoro MyHuIIMNIAJBLHOTO paiiloHa BopoHexckoii 001acTu

1. OO0uue moJ10KeHusl.

1.1. [annoe «Ilonoxxenne o0 opranuzauuu padOT MO 3alIUTE MEPCOHAIBHBIX
JTAaHHBIX 00pabaThIBaEMbIX B HH(POPMAIIMOHHBIX CUCTEMaX EPCOHATBHBIX TaHHBIX W/HIIN
0e3 ucnoyib30BaHus cpeacTB aBroMatuzaiiuu B MBOY «lloaropenckuit guiieii nMeHU
H.A. beno3opoBa» Poccomanckoro MyHUIIMIAIBHOTO paiioHa BopoHekckoii 061actuy
(manmee - ITlomokenue) paspaboTaHO B cOOTBeTcTBUM C DenepalibHbIM 3aKOHOM OT
27.07.2006 Ne 152-®3 «O nepcoHanbHbIX AaHHbIX», [TocTaHoBNeHHeM [IpaBuTenbcTBa
Poccuiickoii @enepanuu ot 01.11.2012 Ne 1119 «OO6 yTBepkaeHun TpeOOBaHHM K
3alllUTe TMEPCOHAIBHBIX JAHHBIX MpPU UX 00paboTKe B HMHQPOPMAIMOHHBIX CHUCTEMAaxX
MEPCOHANBHBIX JaHHBIX», MeToaunueckumu pekoMeHaarusamu @CTIK Poccun u OCh
Poccuu B nensix odecrieuenus: 6€30nacHOCTH MEPCOHANIBHBIX JaHHBIX (nanee - [1/{n) npu
ux 00paboTke B MHGOPMAIMOHHBIX CUCTEMaX MepCoOHaIbHbIX JaHHbIX (nanee - UCIIIn).

1.2. TlomoxeHwe  ompeAenseT  MOPSAOK  pabOThl  TMOJB30BATEICH |
agmuanctparopoB  MCIIJIH, COTpyIHHKOB, OTBETCTBEHHBIX 34 TEXHHUYECKOE
oOecrieyeHre, a Takxke aJMUHUCTpaTopa MH(GOPMAIMOHHOM OE€30IacHOCTH, B 4YacCTU
oOecnieuenus Oe3zonacHocty IIJIH mpu mx oOpabOTKe, MOPSAOK pa3zdMpaTEenbCTBA U
COCTABJICHHSI 3aKJIFOUCHUN 1O (paKTaM HECOOJIIOJCHHS YCIOBHI XpaHEHUS HOCHUTENEH
MIEPCOHANILHBIX JaHHBIX, UCTIOIB30BAHMS CPEACTB 3aIUTHl HHGOpMAIIHH, Pa3paboTKy U
MPUHATHE MEp MO MPEAOTBPAIICHUIO BO3MOXHBIX OIACHBIX MOCIEICTBUI TaKUX
HapyIIEHUH, MOPSA0K MPUOCTAaHOBKHM TipenoctaBieHus [IJ[H B ciayuae oOHapyx eHUs
HapyIIEHUW TOpsAIKAa WX TMPEAOCTABICHUS, TOPAIOK OOYYECHHS IMEepCOHANA MPAKTHKE
pabotel B UCII/IH, mopsiiok IPOBEPKH AJIEKTPOHHOTO KypHana oopamenuit k UCITH,
MOPSIIOK  KOHTPOJSL  COOJIFOCHUSI  YCIOBUM  HCIOJIB30BAHUSI  CPENICTB  3ALIUTHI
nH(popMaIu, MPeTyCMOTPEHHBIE IKCILTYyaTallMOHHON U TEXHUYECKOW JOKYMEHTAIIUEH,
npaBusa OOHOBJIEHUSI OOIIECUCTEMHOIO U MPUKIAJHOIO MPOTPAMMHOI0 OOecTieueHus,
ITPaBUJIa OpraHN3aly AHTUBUPYCHOM 3aiuThI M apoabHoy 3anuTel MCII/IH, nopsaok
OXpaHbl W JAomycka NoctopoHHMX jaull B nomemeHuss MCIIH, mopsaok co3paHus
pesepBHbix konuid UCIT/IH, npaBuiia XxpaHeHUs U perucTpaluu Hocutenen nHhopmauu
a Takke nopsaok ooeznuuuBanus [1J1H.

1.3. Ilpm obecnedyenun Oe30macHOCTH NepCcOHANBHBIX MaHHBIX B MCIIJIH ¢
MCIIOJIb30BAaHUEM KPUNITOTpa)UUECKUX CPEACTB 3alTUThI UH(POPMAITUU BCE COTPYAHUKA
VYupexxnenus 00s13aHbI BBITIOIHATH TPEOOBAHUS, N3JIOKEHHbBIE B JOKyMeHTe « TUrmoBbie
TpeboBaHMs o OpraHHu3aluu u o0ecreueHunto (GyHKIIMOHUPOBAHUS
MU GPOBATHHBIX (KPUITOTPAPUIECKUX ) CPEACTB,  IpeAHA3HAYECHHBIX TUISt



3alUThl HHPOPMAINH, HE COAEpKallell CBEIEHUI, COCTABISIONIUX TOCYIaPCTBEHHYIO
TallHy, B ClIy4ae WX HCIOJb30BaHUS AJs oOecreueHnss Oe30MacHOCTH MEePCOHATbHBIX

JTaHHBIX MPU UX 00pabOTKe B MH(POPMAIMOHHBIX CHCTEMax MEPCOHATBHBIX JAHHBIX»
(®CB Poccun, Ne 149/6/6-622, 2008).

2. Hopsimoxk padorel mepconana MHCIIIln B 4yactm obOecnedyeHus
o0esomacHoctu II/ln mpu ux odpadorke B MCII[IH ¢ mcnosib30BaHuEM CpPeACTB
aBTOMATH3ALUM.

Hacrosimuii mopsimoxk omnpenenser aedctBua nepconana HCIIJIH B wyactu
obecneuenus 6ezonacuoctu [1/]x npu ux ob6padbotke B UCII/IH.

2.1. Jomyck monb3oBaTteneit mansa pabotel Ha kommbloTepax MCIIdH
OCYILECTBIISIETCA HA OCHOBAaHUM NPHUKA3a, KOTOPBIM U3JAETCA AUPEKTOPOM YUPEKACHUS
U B COOTBETCTBHHM CO CIIMUCKOM JuIl, nomymeHHbIX K padore B MCII/In. C mnemnbio
o0ecrnedeHns OTBETCTBEHHOCTH 32 HOpMalIbHOE (YHKITMOHUPOBAHHUE U KOHTPOIBb PabOThI
cpencts 3amuTthl nHGopmarmu B UCII/IH pykoBouTeeM Ha3HAYAETCsl aIMUHUCTPATOP
UH(GOPMAITMOHHONW O€30MaCHOCTH; C IEJIbI0 KOHTPOJI BBIMOJIHEHUS HEOOXOJMMBIX
MEpOIPUATHA 10 OOecreueHn0 Oe30MacHOCTH Ha3HA4YaeTcss OTBETCTBEHHBIA 3a
o0ecrnieueHre O€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX Mpu uX o0padoTtke B UCII/IH.

2.2. llonb3oBaTenb HMMEET TMpPaBO B OTBEJEHHOE €My BpeMs pelaTh
IIOCTaBJICHHBIC 33/1a4M B COOTBETCTBUU C NOJIHOMOUMAMU Aoctyna K pecypcam MCII/IH.
[TonnHOMOUMS NOIB30BaTENEN K MHPOPMALIMOHHBIM PECypcaM ONPEAEIIsIOTCS B MaTpHULIE
J0CTylla, KOTOpas CO3JaeTcsi OTBETCTBEHHBIM 3a oOOecredyeHre Oe30IacHOCTH
MEPCOHANIBHBIX JaHHBIX MpH ux 00padotke B UCII/IH u yTBepKaaeTcss pyKOBOAUTEIEM
opranuzauud. [Ipu aTom i Xpanenus uHpopmanuu, coaepxanieit [1/11, paspemaercs
MCIIOJIb30BaTh TOJIBKO MAIIMHHBIE HOCUTENU UH(pOpMauu, yuTeHHble B JKypHaie yyeTa
MAIIIMHHBIX HOCHUTEJIEH.

2.3. Ilomp3oBaTenb HeCeT OTBETCTBEHHOCTh 3a MPABUIBHOCTH BKIIOYECHUS H
BBIKJIFOUEHUS CpeACcTB BbluuciautenbHor TexHuku (CBT), Bxoma B cuctemy u Bce
nevictBusg ripu padote B UCII/IH.

2.4. Bxoa monb3oBaTeins B CUCTEMY MOKET OCYILECTBISITHCS IO BbIAABAEMOMY
€My JIEKTPOHHOMY MJIEHTU(UKATOPY WU TI0 IEPCOHAIBHOMY MapOJIIO.

2.5. 3amuce wuHdopmaiuu, coaepxkamen I[IJIH, MoxeT, ocyimecTBIseTCs
M0JIb30BATEJIEM Ha ChEMHbBIE MAIllMHHbIE HOCUTEIM HWH(OPMALMH, COOTBETCTBYIOLIUM
oOpa3oM yureHHbIe B JXKypHase yyera MallMHHBIX HOCUTEIIEH.

2.6. Ilpu pabore cO CHEMHBIMH MAIIMHHBIMA HOCHUTEISIMU HH(OpMAIIH
MOJIb30BATENb KaXK/IbII pa3 nepel HauaaoM padboThl 00s13aH MPOBEPUTH UX HA OTCYTCTBUE
BHUPYCOB C UCIOJIb30BAHUEM IITATHBIX AHTUBUPYCHBIX IPOTPAMM, YCTAHOBJICHHBIX  Ha
komnbiotepax ~ MCII[ln. B  ciywae  oOHapyXeHUs  BHUPYCOB MOJIb30BaTElb
00s3aH  HEMEJICHHO TNPEeKpaTUTh HMX  HUCIOJb30BAaHUE W  JICWCTBOBaTh B
COOTBETCTBHUHM C TpeOoBaHUSAMU AaHHOTO [lonmoxenus.

2.7.  Kaxaplii COTpyIHUK, YYacCTBYIOIIMH B paMKax CBOMX (DYHKIIMOHAJIbHBIX
00s13aHHOCTEH B MPOIECCaXx aBTOMATU3UPOBaHHON 00paboTku [1/[H 1 uMerommwmii 1oCcTyI
B NOMEIIEHHE, B KOTOpPOM MpousBoautcs oOpabotka [1/IH, anmapaTHbIM cpeacTBam,
nporpamMmmMHOMy  oOecriedeHuto u  ganHbiM  MICII/IH, HeceT mepCcCOHAIBbHYIO
OTBETCTBEHHOCTb 3a CBOM JICUCTBUSA U 00s3aH:



- CTpOTO COOMIOAaTh YCTAHOBJICHHBIE TMpaBWia oOOecredeHus 0e30MacHOCTH
uH(popManuu npu paboTe ¢ MporpaMMHBIMH U TexHuueckumu cpeactsamu UCIIdH;

-3HaTh M CTPOTO BBHIMOJHATH TNIpaBuia pabOThl CO CPEACTBAMHU  3allUThI
uH}opMaIm, ycTaHOBJICHHBIMU Ha KoMmmbioTepax UCII/H;

- XpaHUTh B TallHEe CBOW Mapoiib (MapoJid) U C YCTAHOBJICHHOW MEPUOIUYHOCTHIO
MEHSITh CBOM TapoJib (ITapoJIn);

- XpaHUTh B YCTAHOBJIEHHOM TMOPSJAKE CBOE WHAMBUAYaJIbHOE YCTPOMCTBO
uaeHTUGUKAMK (KITI04) U APpYyTHe PEKBU3UTHI B ceide, Win SrKe, 3aKphIBAIOIIEMCs Ha
KITIOY;

- BBIIOJHATH TpeOoBanus [loyiokeHus: Mo OpraHu3alyy aHTUBUPYCHOW 3alIUTHI B
MOJIHOM 00beMe.

HememyienHo WM3BECTUTH OTBETCTBEHHOTO 3a oOecredeHne 0e30MacHOCTH
MEPCOHANIBHBIX JaHHbIX Ipu ux oOpadotke B WCII[AH m (wim) agMHHHCTpaTopa
WH(POPMALIMOHHONW O€30MacHOCTH B Cllydyae yTepU HWHAMBHIYATbHOTO YCTPOWCTBA
UACHTU(UKAMKY (KJII0Ya) WM IPU MOJ03PEHUU KOMIIPOMETALMH JIMYHBIX KIIIOUEH U
napoJei, a Takxke npu 0OHaAPYKEHUH:

- HApYILIEHUH 1EJIOCTHOCTH IJIOMO (HakjieeK, HApyIIEHUU WM HECOOTBETCTBUU
HOMEpOB Tniedared) Ha cocTaBasdtonmx y3nax u Omokax CBT wunm uHbIX (akroB
COBEpUIEHHS] B €r0 OTCYTCTBHE IMOIBITOK HECAHKIIMOHHPOBAHHOTO JocTyna (najnee -
HCJ) x nanubiM 3ammuimaembiM CBT;

- HECAHKIIMOHUPOBAHHBIX  (IIPOM3BEICHHBIX C HApYIICHUEM YCTAHOBJIEHHOTO
MOpsIIKa) M3MEHEHUH B KOHQUIypalMy MNpPOTPaMMHBIX WM allllapaTHBIX CPEJCTB
NCIIH;

- OTKJIOHEHUH B HOPMaJbHOM pabOTE CUCTEMHBIX M MPUKIAIHBIX MPOrPAMMHBIX
CpPEACTB, 3aTpyaHsonmx 3kciuryaraiuio CBT, Bbixoma U3 CTpOs WIM HEYCTOMYHBOTO
¢ynkunonupoBanus y3ia0B CBT nnu nepudepuitHbIX yCTpOUCTB (CKaHepa, IPUHTEpa U
T.I1.), @ TAK)KE MepeO0EB B CUCTEME JIEKTPOCHAOKEHHUS;

- HOKOPPEKTHOTO  (YHKUMOHUPOBAHUS  YCTAHOBJEHHBIX Ha  KOMIIBIOTEPHI
TEXHUYECKUX CPEJCTB 3AILUTHI;

- HETIPETyCMOTPEHHBIX OTBO/IOB Kalesel U MOJKIIOUEHHBIX YCTPONCTB.

2.8. Ilonp30BarTento KaTerOpUUECKH 3aIpeniaeTcs:

- UCTIOJIb30BaTh KOMIIOHEHThl TPOrPaMMHOTO M  allllapaTHOTO O0OecreyeHHs
NEPCOHAIBHOIO KOMIIBIOTEPA B HECTYKEOHBIX LENSX;

- BHOCUTH KaKHe-In0o u3MeHeHus B KoHurypaiuto anmnapatasix cpeacts UCITIx
WJIM YCTaHABIIUBATh JIOMOJHUTENIBHO JIF0ObIE MPOrPaMMHBIE U allllapaTHbIE CPEJCTBA, HE
MpPEAYCMOTPEHHBIE ~ ApXMBOM  JIUCTPUOYTMBOB  YCTAHOBJIEHHOTO  IPOrPaAMMHOIO
oOecrcueHMS,

- ocymIecTBIATh 00padboTKy I1/IH B mpUCYTCTBHM MOCTOPOHHUX (HE TOMYIIEHHBIX K
JaHHOUW MH(OpMaLIUN) JINLI;

- 3aMUChIBaTh M XPAaHUTh KOH(MUIECHUUATIBHYI0 HHPOPMALHIO (COACPKAILYIO
CBEJICHUSI OTPAHMYEHHOTO PACIPOCTPAHEHHUS) HA HEYUYTEHHBIX MAIIMHHBIX HOCUTENSIX
uHpopmaruu (THOKMX MarHUTHBIX JUCKAX M T.I1.);

- OCTaBJIATh BKIIFOUEHHBIM 0€3 MPUCMOTpPa KOMITbIOTEP, HE aKTUBU3UPOBAB CPEJICTBA
3aIUTHI OT

HC]JI (BpeMeHHY10 OJIOKHPOBKY SKpaHa U KJIABUATYPHI);



- OCTaBIATh 0€3 JIMYHOTO TPUCMOTPAa CBOE TMEPCOHAIBHOE YCTPOMCTBO
UIeHTU(UKAIINY, MAITUHHBIE HOCUTENM M PACHEYaTKH, COACpIKaIIUe 3allUIIacMyo
uH(popmMaIuio (CBeeHUsI OTPAHUYEHHOTO PACIIPOCTPAHEHUS );

- YMBIIUIGHHO HCIOJb30BaTh HEIOKYMEHTHPOBAaHHBIE CBOMCTBA W OUIMOKU B
IpOrpaMMHOM OOECIIEUEHUH WM B HACTPOMKAX CPEACTB 3alllUThl, KOTOPHIE MOTYT
IPUBECTH K BOSHUKHOBEHUIO KPU3HCHOM CUTYaIINH;

-pazmemiath cpeactBa MCIIJIH Tak, 4YTOOBI CyllIecTBOBaja BO3MOKHOCTH
BU3YaJIbHOTO CYUTHIBAHUS UH(POPMALIUH.

2.9. JIuuia, OTBETCTBEHHBIE 32 3aLIUTY MEPCOHAIBHBIX JAHHBIX B YUPEKICHUH

- OrtBercTBeHHBI 3a opranusanui oo0padorkm II/Iln - corpyanuk
OTpEeIEAIONUMNA YPOBEHb JOCTYIA U OTBETCTBEHHOCTH JIMIl YYAaCTBYIOIIUX B 00pabOTKe
[1/1s. Ha3zHauaercs mpruka3om Mo y4peKJICHUIO.

- OTBeTCTBEHHBII 32 0o0ecnieyeHne 0€30MACHOCTH MEPCOHATBHBIX JAHHBIX
-COTPYAHUK (MU TOJpa3/IeiCHUE) OTBEUAIONIUMN 3a MPOBEICHUE MEPOINPUATUH,
cBsi3aHHBIX C 3amutod IIJI[H (OpraHu3alMOHHBIX W TEXHUYECKHX), a TakKxKe
OCYILIECTBIISIONIMM KOHTPOJIb 3a COOJIoJIeHHeM TpeOoBanuii 1o 3ammure [I[IH B
noApaszaeneHuax. Haznauaercs nprukazoMm 1o y4pekJICHHUIO.

- AAMUHHMCTPATOP HH(POPMALMOHHOH 0e30macHOCTH - COTPYIHUK,
OTBETCTBEHHBI  3a  3amuTy  aBToMaru3upoBaHHOM  cuctembl (AC) ot
HecankimonupoBanHoro noctyna (HCJ) k undopmarnuu. HaznayaeTcss npukazom Mo
YUPEKICHHUIO.

2.10. Apmunuctparop WHGOPMALMOHHONW O€30MacCHOCTH (MPU €ro OTCYTCTBUU
OTBETCTBEHHBIN 3a oOecrneueHrue O€30MaCHOCTH TEPCOHANBHBIX JAHHBIX MPU UX
o6pabotke B UCII/IH) oOsi3aH:

-3HaTh COCTAaB OCHOBHBIX M BCIOMOTATEIbHBIX TEXHUYECKUX CHUCTEM U
cpencte(nanee - OTCC u BTCC) ycranoBieHHbIX U cMOHTUpoBaHHbIX B MCIIJIH,
nepeyeHb UCTOJIb3yeMoro mporpaMMmHoro odecneuenus (ganee - [10) 8 UCIH;

- KOHTPOJIMPOBATh LIEJOCTHOCTh TMevyared (MmIoMO, 3alllUTHBIX HAaKJIeeK) Ha
nepudepuitHom obopynoBanuy, 3amuiieHHpx CBT u apyrux ycrpoiicTpax;

- MPOU3BOJIUTh HEOOXOIUMBIE HACTPOWKH TIOJICUCTEMBI YIPABICHUS JOCTYIIOM
ycranoBiieHHbIX B UCIT/In C3U ot HC/I 1 conpoBokAaTh X B IPOLECCE IKCILTyaTallHH,
[IPU STOM:

* p€aTM30BbIBATh IMOJHOMOYHS JoOCTyna (YTeHHWe, 3amuch) JUIsl  KaXKIoro
MOJIB30BATENSl K JJEMEHTaM 3allUIaeMblX HH(POPMAIMOHHBIX pecypcoB (daiinam,
KaTajioram, puHTEPY U T.1.);

« BBOJIUTh onucanus nojb3oBateneit UCII[n B undopmanuonnyro 6azy C3U ot
HCJ;

¢ CBOEBPEMEHHO YAaJIsATh OMHMCAHUA Tojb3oBaTenedl u3 6a3bl manHbix C3U mpu
W3MEHEHHUH CIHUCKA JIOMYIIEHHBIX K paboTe JIUIL;

e KOHTPOJIUPOBATh JOCTYIl JIMIl B TIOMEIICHHE B COOTBETCTBUU CO CIIHCKOM
COTPYJHHUKOB, A0OMyIIeHHbIX K padote B UCII/IH;

* IPOBOJIUTh HMHCTPYKTAXX COTPYAHUKOB - TIOJIb30BATENE KOMIIBIOTEPOB MO
npaBujIaM paboThI C UCTIONB3YEMBIMU TEXHUYCCKUMHU CPEICTBAMHU U CUCTEMAaMU 3aIUTHI
uHdopmanuu;



* KOHTPOJIMPOBATH CBOEBPEMEHHOE (HE pEeXKE YeM OJIUH pa3 B TeueHue 60 mgHeit)
IIPOBEJICHUE CMEHBI ITAPOJIEN I TOCTYIA MOJIb30BATENEN K KOMIIBIOTEPAM U pecypcam
NCII/H;

e o0ecrieunBaTh  IOCTOSHHBIM ~ KOHTPOJb  BBIIOJHEHUS  COTPYIHUKaMHU
YCTaHOBJIEHHOTO  KOMIUIEKCA MEPOIpPHUATHM 10  oOecrneyeHuto  0e30MacHOCTU
unpopmaruu B UCII/1H;

* OCYIIECTBIJIITH KOHTPOJIb IOPsIZIKA CO3/1aHUs, y4eTa, XPAaHEHUS U MCIOJIb30BAHMS
PE3EPBHBIX U apXUBHBIX KOIIMI MaCCUBOB JJAHHBIX;

e HACTpaWBaThb W COINPOBOXKJIATh IOJCHUCTEMBl PErMCTPAllMd M ydeTa JACUCTBUI
nosib3oBareneit mpu padore B UCIIH;

* BBOAUTH B 0a3y naHHbIX C3W OT HECaHKIMOHWPOBAHHOTO JOCTYIA OIMHMCAHMS
COOBITUH, TIOJICKAIINX PETUCTPALIMU B CHCTEMHOM KypHAJIE;

* IPOBOAWTH AHAJIM3 CUCTEMHOIO JKypHaja JUIi BBIABICHHUS  IMOMBITOK
HECAHKIIMOHUPOBAHHOTO JIOCTyNa K 3aIlMINAEMBbIM pECypCaM HE PEXE OJHOIO pasa B
MECSIIL;

* OPraHU30BbIBaTh N€4aTh (pailyIoB MOJIb30BATENEH HA NMPUHTEPE U OCYLIECTBIIATH
KOHTPOJIb COOJNIOACHUS YCTAHOBJICHHBIX MPABUJI U MApaMETPOB PErHCTpalld U ydeTa
OyMakKHBIX HOCUTEJIEH NH(pOpMaLuy;

* COIIPOBO’K/IaTh MOJICUCTEMBI 00ecnieueHus uenoctHoctu nHpopmanuu B UCIIH;

« nepuoauyecku tectupoBarh GpyHkuuun C3U ot HCJI, ocoOeHHO npu M3MEHEHUH
[IPOrPaMMHOM CPEABI U TOJTHOMOYUI UCTIOJIHUTEIIEH;

* BOCCTaHABJIMBATh MPOTPAMMHYIO Cpelly, IPOrpaMMHBIE CPEJICTBA U HACTPOMKHU
C3U mipu cO0sIX COBMECTHO C JIMI[AMH, OTBETCTBEHHBIMH 32 TEXHUYECKOE 00eCTIeueHHE.

e BeCTH JBe komuu nporpaMMubix cpeacts C3M or HCJI u xoHTposmMpoBaTh HX
paboTOCTIOCOOHOCTS;

* KOHTPOJIUPOBATH OTCYTCTBUE HA MArHUTHBIX HOCUTEISIX OCTATOYHOM MH(pOpMaIun
110 OKOHYaHUU PabOThI MOIb30BATENEH;

s IEPUOANYECKM  OOHOBIISATH  AHTHBUPYCHbIE  cpencTtBa  (0a3bl  JaHHBIX),
KOHTPOJIUPOBAaTh COOJIIOJICHUE TMOJIb30BaTENIIMU MOPSAIOK M IpaBWiia IPOBEICHUS
AHTUBHUPYCHOI'O TECTUPOBAHUS:

* IPOBOJUTH PaOOTy IO BBISBICHUIO BO3MOXKHBIX KaHAJIOB BMEIIATENIbCTBA B
nporiecc dyukrmonupoBanuss MCII[IH u ocyliecTBIeHUS HECAaHKIIMOHHUPOBAHHOTO
J0CTyMa K UHPOpPMAIIUK U TEXHUYECKUM CPEICTBAM BBIYUCIUTEIbHON TEXHUKH;

* COIIPOBOXK/IATh MOACUCTEMY 3aIllUThl HHOPMALIMU OT YTEUKH 3a CYET MOOOUHBIX
ANEKTPOMATHUTHBIX U3TYyYEHUN U HABOJOK, KOHTPOJIUPOBATh COOJIIOIEHHE TPeOOBaHUM
10 Pa3MEIICHUIO U UCITOJIb30BaHMI0 TexHuueckux cpeacts UCII/H;

* KOHTPOJINPOBATh COOTBETCTBHE JOKYMEHTAIBHO YTBEPKIEHHOTO COCTaBa
annapaTtHoi 1 nporpammuoit yactu MCII/Ix peansabim kounurypamusm MCII/IH, Bectu
y4eT U3MEHEHUH anmnapaTHO-MPOrpaMMHON KOH(UTYpalnu;

« 00ecreurBaTh CTPOTOE BHINOJHEHHUE TPEOOBAHUIM 110 0OECTIeYeHUI0 0€30MaCHOCTH
uH(popMauu pu opraHu3anuu Texuuyeckoro oocnyxuBanus UCIIIH u oTnpaske ero
B PEMOHT (KOHTPOJUPOBATh 3aTUpaHHe KOH(PUIEHIMAIbHON HHPOpMAIMK Ha
MAarHUTHBIX HOCUTEIIAX C COCTABIEHHEM COOTBETCTBYIOLIETO AKTA);

* IPUCYTCTBOBATH (y4aCTBOBATh) B pabOTax M0 BHECEHUIO N3MEHEHUH B anmnapaTHo-
nporpammuyio KoHpurypanuro UCIT/IH;



eBeCTH KypHan yuera HewrTatHbix curyauuit UWCIIH, BbeImoiHeHUA
npoUIaKTUYeCKuX paboT, YCTAaHOBKM W MOAM(PHUKAIMN HPOTPAMMHBIX CPEICTB Ha
komnberoTepax UCII/IH;

* IOJJEP/KUBATh YCTAHOBJICHHBIN NOPSAIOK IIPOBEICHUSI AaHTUBUPYCHOTO KOHTPOJIS
COTJIACHO TpeboBaHUsAM HacTodwero [lonoxenus;

* B CJIy4yae OTKa3a CPeJICTB M CUCTEM 3aIUThl UH(POpMALIMK TPUHUMATH MEPHI 110 UX
BOCCTaHOBJICHHMIO;

e IOKJa/bIBaTh OTBETCTBEHHOMY 3a 0OpabOTKy IEpPCOHAIbHBIX JaHHBIX O
HEMPaBOMEPHBIX JIEHCTBUAX MOJIb30BaTENEH, MPUBOJALIIMX K HAPYIIEHUIO TPEOOBaHUMN
10 3aIuTe HHPOPMAIIH;

« Bectu fokymeHTanuio Ha MCII/{H B cooTBETCTBHIM C TpeOOBaHUSIMU HOPMATHUBHBIX
JOKYMEHTOB.

2.11. Anmunuctpatop HHGOPMAIMOHHON O€30MaCHOCTH W OTBETCTBEHHBIN 3a
oOecrieyeHrne 0€30MaCHOCTH NMEPCOHANBHBIX NaHHbIX Npu ux o0padotke B MCII/IH
MMEIOT MPaBo:

-TpeboBaTh OT COTpyAHUKOB - mnonb3oBateneir UCII[AH coGmrogeHus
YCTaHOBJIEHHON TEXHOJIOTUH 00pabOTKU MH(OPMALMU U BHIIOJHEHUS] MHCTPYKIUM 1O
obecrieuenuto Oe3ornacHocTu u 3anmute nHbopmanuu B UCIT/IH;

- THULIMMPOBATh MIPOBEJCHUE CIYKEOHBIX pacclieZIOBaHUN MO (paKTaM HapyIIeHUs
YCTaHOBJICHHBIX TpeOOBaHUI 0OecTieueHHs 3alIUThI,

HECAaHKIIMOHUPOBAHHOI'O JIOCTyIa, yTpaThl, MOAU(UKALMU, MOPUYH 3alllUIIaeMON
uH(popmanuu u Texunyeckux komrnoneHToB MUCIT/IH;

- TpeOoBaTh NpeKpalleHus o0paboTKM HHGOpPMAMUM B Ciydae HapyIICHUS
YCTaHOBJICHHOTO MOPSAKA padOT WK HapylIeHUs (PYHKIITMOHUPOBAHUS CPEJICTB U CUCTEM
3aIIUTHl THPOPMALIHH;

- y4aCTBOBaTh B aHAJM3€ CUTYallMi, Kacaromuxcs (PYHKIMOHMPOBAHUSA CPEICTB
3aIIUTHl THPOPMALIMK U PACCIIeIOBaHUS (PAKTOB HECAHKIIMOHUPOBAHHOI'O JIOCTYTIA.

3. Iopsinok 00padOTKH MEPCOHAIBbHBIX JAHHBIX 0€3 NCN0/Ib30BaHUA
CpeACTB ABTOMATH3ALMU.

3.1. OO6paboTka TEpPCOHANBHBIX JIAHHBIX ©0€3 WCIIOJb30BAaHUS CPEJCTB
aBTOMATHU3AIMHA MOXET OCYIIECTBIISITHCS B BUJIE JJOKYMEHTOB Ha OyMa)KHBIX HOCUTEIISIX.

3.2. Ilpu HeaBTOMATHU3UPOBAHHOW 0OpPAOOTKE pPA3TUYHBIX KATETOPHIA
MEPCOHANILHBIX JAaHHBIX JTIOJDKEH MCIOJB30BAaThCs OTACIBbHBIN MaTepruaabHbIil HOCUTEITh
TUTS KQXKI0W KaTeTOPHUH MTePCOHATBHBIX TaHHBIX.

3.3. Ilpm HeaBTOMATH3WPOBAaHHOW OOpPAOOTKE TMEPCOHANBHBIX JAaHHBIX Ha
OYMa)KHBIX HOCUTEIISIX

-HEe JomyckaeTcs (ukcanus Ha OJHOM OYMa)KHOM HOCHTENE IEePCOHATBHBIX
JTAHHBIX, I 00pa0OTKH KOTOPHIX 3aBEJOMO HE COBMECTHUMBI;

- IEpCOHAJIbHBIC JTaHHBIE JIOHKHBI 000COOJATHCS OT WHOM uHOpManuu, B
YaCTHOCTH MyTeM (UKCAIIMH WX HA OTIACIBHBIX OyMaKHBIX HOCUTEISIX, B CIICIIUATbHBIX
pasnernax uiau Ha nojsx ¢opM (OJI1aHKOB);

- IOKYMEHTBI, COJIepKalllie TepCOHATbHBIC JaHHBIC, (POPMUPYIOTCS B Jela B
3aBUCUMOCTH OT I1€JI1 00pabOTKH MEPCOHABHBIX JIAHHBIX;



- Iefla ¢ JOKYMEHTaMH, COJIepKalliMH TNEepCOHAbHbIE JAaHHBIC, JOKHBI UMEThH
BHYTPEHHUE ONHCH JOKYMEHTOB C YyKa3aHMEM Ielid OO0pabOTKHM U KaTeropuu
NEPCOHANIbHBIX JAHHBIX.

3.4. Ilpu UCHOJIL30BaHUM TUIOBBIX (POPM JOKYMEHTOB, XapakTep MH(popManuu B
KOTOPBIX MPEJIINOJIaraeT Uik JOMYCKaeT BKIIOYEHUE B HUX MEPCOHANBHBIX JaHHBIX(Haiee
- TUTIOBBIE ()OPMBI), TIOJKHBI COOTIOATHCS CIEAYIONIUE YCIOBUS:

3.4.1. TtunoBas (opMa WM CBA3aHHBIC C HEH JTOKYMEHTHI (MHCTPYKLHS MO €e
3aMOJHEHUI0, KAPTOUKH, PEECTPhI U KYPHAJIbI) JOJKHBI COJIEPKATh CBEACHUS O LIETU
HEABTOMATU3UPOBAHHON 00paOOTKM MEPCOHAIBHBIX JIaHHBIX, UMs (HAaUMEHOBAaHUE) U
ajipec oreparopa, pamMHuInio, UMs, OTYECTBO U aapec CyObeKTa MepCOHATBHBIX TaHHBIX,
WCTOYHUK TIOJY4YCHHUS TMEPCOHAIBHBIX [aHHBIX, CPOKH OOpabOTKH MepCOHATIBHBIX
JaHHBIX, IEPEUYEHb IEHCTBUH C IEPCOHANTBHBIMU JAHHBIMU, KOTOPBIE Oy TyT COBEPIIATHCS
B TMpoIecce ux 00pabOTKH, 00IIee OMUCAaHWE HCIOIL3YEMBIX OIMEpPaTOpPOM CIIOCOOOB
00pabOTKM MEPCOHATBHBIX JAHHBIX;

3.4.2. tunoBas ¢opMa JOKHA TpPEeIyCMaTpUBaTh IOJ€, B KOTOPOM CYOBEKT
NEPCOHANBHBIX JIaHHBIX MOJET TIIOCTaBUTh OTMETKY O CBOEM COrJlaCMM Ha
HEAaBTOMATHU3UPOBAHHYIO 00pa0OTKY MEPCOHANBHBIX JAHHBIX, - MPU HEOOXOJIUMOCTH
MOJIy4eHUS] TUCBMEHHOTO COrjlacusi Ha 00pabOoTKy MEPCOHANBHBIX JJAHHBIX;

3.4.3. TumnoBasa GopMa JoJKHA OBITH COCTaBIIEHA TAKUM 00pa3oM, YTOOBI KaXkKIbIi
U3 CyObEKTOB NEPCOHAIBHBIX JAHHBIX, COAEPIKALIUXCS B JOKYMEHTE, UMEJI BO3MOXKHOCTh
03HAKOMUTHCS CO CBOMMHU MTEPCOHATILHBIMU JJAHHBIMH, COJIEPKAIIIUMHUCS B IOKYMEHTE, HE
HapyIIas MpaB ¥ 3aKOHHBIX HHTEPECOB UHBIX CyOBEKTOB MEPCOHATBHBIX TAHHBIX;

3.4.4. tunoBas  ¢opma JOJIKHA UCKJII0OYaTh OObEIMHEHUE

TTOJIeH,

MpeIHa3HaYeHHBIX JUISI BHECEHUS TEPCOHATBHBIX JAHHBIX, Lean 00paboTKu
KOTOPBIX 3aBEIOMO HE COBMECTUMBI.

3.5. YHuuTOXKEHNE Win 00€3TMUYMBAHUE YACTH MEPCOHAIBHBIX JAHHBIX, €CIHA 3TO
JOIMYyCKAeTCsl MaTepUadbHBIM  HOCHUTENEM, MOXET TMPOU3BOJIUTHCS  CIIOCOOOM,
MCKITIOYAIOIINM JaIbHEHIIYI0 00paboTKy 3TUX MEPCOHATBHBIX JAHHBIX C COXpaHEHUEM
BO3MOXKHOCTH OOpa0OTKM WHBIX JaHHBIX, 3a(UKCUPOBAHHBIX Ha MaTEepHATHHOM
HOCHUTEJIE.

4. IHopsinox pe3epBHPOBaHUSA 7| BOCCTAHOBJICHUS
padoTOCIOCOOHOCTH TeXHMYECKHMX CPeACTB M NPOrpaMMHOr0 odecmnedeHus, 0a3
AAHHBIX, 3a1UIIIAeMOi HHGOPMAIIMU U CPEACTB 3alUUThl HHGOpMaLIMH.

4.1. Hacrodmuii mNOpsSIOK ONpeAeNseT OpraHu3alilo pe3epBUPOBAHUS U
BOCCTAaHOBJIEHUSI pabOTOCIIOCOOHOCTH TEXHUYECKHX CpPEICTB W  IPOrPaMMHOTO
oOecrneueHus, 6a3 JaHHBIX U CPEJICTB 3aIIUTHl THPOPMALIIH.

4.2.  PesepBHOMY KOIMPOBAaHUIO TOJIekaT Oa3el maHHbix [I/[H, a Tak ke
MPUKIAAHOE MpOorpaMMHOE oOeclieueHue, MNpelHa3HaueHHOe ISl padoThl C ATUMU
0azaMu JaHHBIX B Ciy4yae, €Clid OHO NOoJABEpraercia MOAU(UKAIMU CO CTOPOHBI
paspadotunkoB UCII/H.

4.3. PesepBHOE KONUPOBAaHUE JOJDKHO OCYIIECTBISTHCS B  CIELUUATBHO
OTBEJICHHBIA CETEBOM Karajor Ha (DailyloBOM cepBepe, a TaKk XK€ MyTeM 3alucy Ha
OTYYKJIAEMBIA HOCUTEb.



4.4. IlpaBa mocTyna K CETE€BBIM KaTajaoraM JOJDKHBI UCKIFOYaTh BO3MOKHOCTb
J0cTyna moJsib3oBaTenel K pe3epBHbIM KonusaMm japyrux HCIIJIH, xpaHsmmxcs Ha
cepBepe, IIpu OTCYTCTBUU Jomnycka K padote B 3tux UCII/H.

4.5. ba3pl gaHHBIX M TporpaMmMHoOe oOecreyeHue JIOJDKHBI KOMHUPOBATHCS B
pa3Hble anku Ha (ailtoBOM cepBepe.

4.6. Ha daitnoBom cepBepe, TOMUMO aKTyaJdbHOT'O COCTOSIHHMS 0a3 JIaHHBIX U
IPOrpaMMHOTO OOecCredYeHus], JODKHBl XPAaHUTHCS MUHUMYM JIBa MX HCTOPUYECKHUX
COCTOSIHUSL.

4.7. Pa3 B mecsan agmunuctpatop UCII[H co3maeT pe3epBHYyO Komuio 0a3
naHHeIX MW mnporpammHoro obecnedenuss MCIIJIH Ha oT4yXkaaemplii HOCHTEIb,
XpaHAUIMICS Y aIMUHUCTPaTOpa WH(OOPMALIMOHHONW 0€30MacHOCTH B 3aKPBIBAIOIIEMCS
Ha KJIFOY XPaHUJIUIIIE.

4.8. K wucnonb3oBaHuio, A co3gaHus pesepBHbix kommu B MCIIH,
JOITYCKAIOTCS TOJIBKO 3apETUCTPUPOBAHHBIE B )KypHAJE yUeTa HOCUTEIU.

4.9.  PesepBHOE KONMUpOBaHUE Ha (ailIOBBI CEpBEp JIOJKHO OCYIIECTBIATHCS
HEMOCPEJCTBEHHO  MOcie  JiIo0Oro  M3MEHEHMsI  COCTOsiHMS ~ 0a3  JaHHBIX
WM NIPOTPaMMHOI0 0OECIIEUeHNH TUX 0a3, HO HE PeXKe, UeEM pa3 B HEJEIIO.

4.10. Ecnu mnporpamMMHBIM MPOAYKT, Ha OCHOBE KOTOPOro (YHKIHOHUPYET
NCTIIH, umeer (yHKIHMIO pe3epBHOrO KomupoBaHus, To ammuuuctpatop WCIIIn
CO3/1a€T PE3EPBHYIO KOIUIO IIPU MOMOIIH TaHHOW (PYHKIIHH.

4.11. CunemnuanucTt, OTBETCTBEHHBIN 32 TEXHUUYECKOE OOECIICUCHHE YUPEKICHUS
CO3/a€T PE3EPBHYIO KOMUIO CETEBOIO KaTajlora, B KOTOPOM XPaHSTCSl PE3€PBHBIE KOIUU
Bcex MCII/IH He pexe yeM pa3 B MECHIL.

4.12. Chenuanuct, OTBETCTBEHHBIN 32 TEXHHYECKOE 00ECIeUeHNEe YUpEeKICHU,
MpU MOMOIIM CHEHUATU3UPOBAHHOTO MPOTPAMMHOI0 OOECIEeYeHUs, CPEACTB CO3/AeT
o0pa3sl 1uckoB Beex padounx mecT MCII/IH He pexe, ueM pa3 B KBapTal.

4.13. BoccTaHOBJIEHHE MPOTPAMMHOIO OOECTICYEHHS] TMPOU3BOIUTCS ITyTEM €T0
MHCTAUIALIMK € MCHOJb30BAaHUEM 3TAJOHHBIX JUCTPUOYTUBOB JUOO MOJHOIO
BOCCTAHOBJICHHSI CUCTEMBI ¢ 00pa3a JucCKa.

4.14. PeMOoHT HOCHUTENICH 3amuiaecMod uWHOpMamMM HE  JIOIMYyCKaeTCH.
HewncnpaBHbie HOCHTENM € 3amumaeMoil WHQpopMalyend MoAekaT YHUUYTOKECHUIO B
COOTBETCTBUU C MOPSIIKOM YHUYTOXEHUS HOCUTEJEH 3alIUIIAeMOI
uHdopmaruu. PaboTra ¢ UCMNONB30BAHMEM HEUCTIPABHBIX TEXHUYECKUX CPEJICTB
3anpenaeTcs.

4.15. Ilpu pabore Ha kommbiorepax WCIIJIH pekoMmeHmyeTcsi HCIOIb30BaTh
MCTOYHUKM Oecrepe0OHOr0 MNHUTaHHWS C LEJbI0 NPEeJOTBPAIlCHHs] MOBPEKICHUS
TEXHUUYECKUX CPEACTB U (WJIM) 3aluiiaeMoi nHpopMaluu B pe3yibrare cOOeB B CETU
ANEKTPONUTAHHUS.

4.16. Ilpu BocCTaHOBICHHH PAOOTOCTIOCOOHOCTH CPEACTB 3alTUTHI MH(DOpMAITUH
CJIEyeT BBIMIOJIHUTh UX HACTPOWKY B COOTBETCTBUU C TpeOOBaHUSMH O€30MacHOCTU
uH(pOpMaIuK, U3J0KEHHBIMUA B TEXHUYECKOM 33JJaHUM Ha CO3JaHUE CUCTEMBbI 3aIUTHI
MEPCOHAJIbHBIX TAHHBIX.

4.17. BoccraHoBieHHE CPEACTB 3alUThl  HHPOPMAIMHU TMPOUZBOJUTCA C
WCIIOJIb30BAHUEM ATAIOHHBIX CEPTU(PUITUPOBAHHBIX JUCTPUOYTHBOB, KOTOPHIC XPAHSITCS
B xpanunuine. [Tocne ycrnenHoi HacTpOMKU CPEACTB 3aIUThI HH(OPMAITUH HE0OOXOAMMO



BBIIIOJIHUTh ~ PE3EPBHOE  KOMUPOBAHME  HACTPOEK  JIaHHBIX  CPEACTB  Ha
3apEeruCTPUPOBAHHBIN HOCHUTEIIb.

4.18. OTBeTCTBEHHOCTh 3a MpoBeaeHHe pe3epBHOro komupoBanus WCII[AH B
COOTBETCTBUM C TpeOoBaHMsIMU  Hactosimero I[lomoxeHuss Bo3iaraercss Ha
agmuHuctparopa UCIIIH.

4.19. OTBETCTBEHHOCTh 3a MPOBEACHUE PE3ECPBHOTO KOMUPOBAHUS CETEBOTO
Katamora XxpaHeHuss pesepBHbix komuit WCII[IH Bo3maraercs Ha CHEIUMATKHCTOB,
OTBETCTBEHHBIX 32 TEXHUYECKOE 00€CIIeUECHUE YUPEKICHHUS.

4.20. MeponpusaTuii MO BOCCTaHOBJEHHIO PaOOTOCIIOCOOHOCTH TEXHHUYECKUX
CPEICTB M TPOrpaMMHOr0 obecrieueHuss 0a3 JTaHHBIX OPTaHU3YIOTCS M TPOBOJISATCS
CIECHMAIUCTOB, OTBETCTBEHHBIX 32 TEXHHUYECKOE OOECHeUYeHUE  YUPEKICHHUS,
MIPUBJICYCHUEM OTBETCTBEHHOro Tosb3oBatens toud WCIIJIH, dyHKIHOHUpOBaHME
KOTOPOU OBLJIO HAPYIIEHO.

5. Hopsaok kouTpos 3amuThl HHGopManuu B UCII/In u npuocTanoBKH
npenocrapienuss IIJln B ciaydae oOHapykeHMsi HApyUIeHUl MNOPSAKA HX
npenocrasieHus. Ilopsaaok pa3douparenbcTBa W COCTABJICHUS 3aKJIIYECHUH 110
(¢akTam HecoO/I01eHNS YCJIOBUI XPAHEHHS HOCHTeE/Iel NMEPCOHAJbHBIX JAHHBIX,
HCIOJIL30BAHUSA CPeACTB 3allUThl  HMH(pOpPMANMM M MPUHATHE Mep IO
NpeAoTBPALICEHUI0 BO3MOKHbBIX OIIACHBIX MOCJIEACTBUI.

5.1. Konrtposs 3amutsl nHpopmauuu B UCII/IH - KoMIiekec opraHu3aliOHHbIX
U TEXHUYECKHUX MEPOIPHUATHI, KOTOPBIE OPTaHU3YIOTCA W OCYIIECTBISAIOTCA B LEIAX
MPENYNPEKICHUS U IPECECYEHUS BO3MOKHOCTH ITOJYYEHHsI ITOCTOPOHHHMMH JIMLIAMH
OXpaHSEMbIX CBEJCHUM, BBIABICHUA M NPEAOTBpPALCHUS YTEUYKM HHPOpPMaLUU IO
TEXHUYECKUM KaHajaM, UCKIIFOUEHUS WIIA  CYIIECTBEHHOTO  3aTPYIHEHMS
HECAaHKIIMOHMPOBAHHOTO J0CTyNa K MH(OpMalUU, XHUILIEHUS TEXHUYECKUX CPEJICTB U
HOCHUTENIeW MH(POPMALMH, NMPEAOTBPALEHUS CIEHHATBHBIX MPOrPAMMHO-TEXHUYECKUX
BO3JICWCTBH, BBI3BIBAIOIIMX HAPYIICHHE XapaKTEPUCTUK O€30MaCHOCTH HH(pOpMaluu
WJIM pabOTOCIIOCOOHOCTH CUCTEM MHGOpPMATHU3AIUH.

6. Iopsinok 00y4yenusi nepconana npaktuke padorsl B UCIIIn B yacTu
o0ecnevyeHnsi 0€30MACHOCTH MEPCOHAIbHBIX JAHHBIX.

6.1. Ilepen nauanom pa6otsl B ICII/{x monb30BaTenn JOMKHBI 03HAKOMHUTHCS C
MHCTPYKIHUSIMA 1O MCIHOJIb30BAHUIO MPOTPAMMHBIX U  TEXHHUYECKUX CPEJICTB,
10 MUCTOJIB30BAHUIO CPEJICTB 3aIMTHl HH(OPMAIIMH MO POCIHUCH.

6.2. Ilonmp3oBaTenn  MOMKHBI  TPOAEMOHCTPUPOBATH  AJIMUHHUCTPATOPY
MH()OPMAIMOHHOW 0€30MaCHOCTH HaJu4he HEOOXOAMMBIX 3HAHUNW M YMEHUH A
BBINIOJTHEHUS TpeOboBaHui HacTosIero [lonoxenus. AMUHUCTPATOP UH(POPMAITUOHHON
0€e30MacHOCTH JIOJDKEH BECTH JKypHal YyyeTa MOJIb30BaTeNle, JONYIIEHHbIX K
MH(POPMAITMOHHBIM CUCTEMaM MEPCOHAIBHBIX JAHHBIX.

6.3. Ilonb3oBaTenu, AEMOHCTPUPYIOIIME HEAOCTATOUHbBIE 3HAHUS U YMEHHUS JJIs
obecrieueHrs 0€30MaCHOCTH TIEPCOHATBHBIX JAHHBIX B COOTBETCTBUH C TPEOOBAHUSAMHU
HacTosIero nojoxenus, k padore B MCII/In He nomyckaroTcs.

6.4. OTBETCTBEHHBIM 3a OpPTaHU3ANMIO OOYUYCHHS] W OKA3aHHE METOAMYECKOU
MTOMOIIY B YUPEKICHUU SBISETCSA aIMUHUCTPATOP HHGOPMAIIMOHHON 0€30MacHOCTH.
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6.5.  [lns mpoBeneHus 3aHATUIN, CEMUHAPOB U COBELIAHUM MOTYT MPHUBJIEKATHCS
CHEIUAMCTHI IO MPOTPAMMHOMY U TEXHUUYECKOMY 00ECTICUCHHIO, a TAK)KE CIICIIHATTACTHI
opraHoB 1o arrectanuu 00bekToB UCIIIH, opranuzanuii-nunen3natoB ®CTIK Poccun
u OCb Poccun.

6.6. K pabore B UCII[IH nomyckaroTcs TONBKO COTPYAHHUKH, MPOILIEIIINE
NEPBUYHBIA MHCTPYKTaX 1o obecneuenuto 6ezonacHoctd B MCII[IH m mokazaBimiue
TBEPBIC TEOPETHUYECKWE 3HAHUS M MPAKTUYECKUE HABBIKM, O 4YEM JENaceTcs
COOTBETCTBYIOIIAs 3anuch B KypHaie yuéra nomycka k padore B UCIT/IH.

6.7. Anmunuctparop uHGOPMAIIMOHHON 0e30MmacHOCTH JOJDKEH
uMeTh mpoduibHOe 00pazoBaHue (MO0 AUIUIOMBI O TIOBBINICHUH KBaTW(DHUKAINN) B
obmnacTu 3amuThl nHPOpManuu. PeKoMeHIyeTcsT TPOXO0KICHUE aIMUHUCTPATOPOM
CIICLIMAJIM3UPOBAHHBIX KYPCOB [0  AJIMUHHUCTPUPOBAHHUIO  CPEACTB  3aIUTHI
uHpopmanuu, ucrnonb3dyembix B UCIT/H.

7. llopsA0K NPOBEPKHU 3JIEKTPOHHOIO0 KypHaJa oOpamenuii k UCIIH.

7.1. Hacrosmmii pasznen IlojoxxkeHus onpenensieT MOPSIOK MPOBEPKU
AJIEKTPOHHBIX KypHaAJIOB oOparnieHuit k pecypcam UCIIJIH.

7.2. IlpoBepka 3JEKTPOHHOrO XypHajla OOpallleHUIl MPOBOJUTCS C IEJIBIO
BBISIBJICHUSI HECAHKIIMOHUPOBAHHOTO JocTyna K 3amuiaemon napopmanuu B UCI/IH.

7.3.  IlpaBo nmpoBepKH 3IEKTPOHHOTO KypHaia 0OpaIleHU UMEIOT:

- aIMUHUCTPATOp UH(POPMALIMOHHOMN 0€3011aCHOCTH;

- OTBETCTBEHHBIN 3a o0ecrieyeHue 0e30MacCHOCTH MEPCOHANBHBIX JAHHBIX MPU UX
obpabotke B UCII/IH;

- PYKOBOAUTENb

7.4, Ha Ttexuunueckux cpeacrBax WCIIJIH, Ha KOTOpPBIX YCTaHOBJIEHBI
CIIeMAIU3UPOBAHHBIE cpecTBa 3amuThl nHPopmaruu (ganee - C3U1) tuna «Ctpax»,
«SecretNet», DallasLock u npyrue, nmpoBepka 37€KTpOHHOIO >KypHaJla IPOU3BOJUTCA B
COOTBETCTBUM C IpHJIaraeMsIM K yka3zaHHbIM C3U PykoBoacTBoM.

7.5. Ecau B Xoae NepUOAMYECKUX, MJIAHOBBIX WJIM BHEIJIAHOBBIX IPOBEPOK
NCIIIn BeIsBICHBI  clydald  HECaHKIIMOHWpoBaHHOro jgoctyna (manee-HC/I)
KuHpOpMaIMi KOH(PHUACHIIMAIBHOTO XapakTepa, TO BcTymaeT B cwiy .. 3.7., 3.8.
nanHoro [lonoxenus. [IpoBepke nomsiexkar Bce 35eKTpoHHbIe kypHaibl MCIT/IH.

7.6.  IIpoBepka 0oKHA IPOBOJUTHCS HE PEXKE YEM OJUH pa3 B HEJEIIO C LENbIO
CBOEBPEMEHHOTO BHISIBJICHUS (DAKTOB HapyllleHus: TpeboBaHui HacTosiero [lonoxeHus.

7.7.  @akThl MPOBEPOK JJIEKTPOHHBIX JKYPHAJIOB OTPAXKAIOTCS B CHELUATBHOM
KypHaie mnpoBepok. llocie kaxaold NpoOBEpKH aAMUHUCTPATOP HHOOPMAIMOHHOU
0€30MacHOCTH JIEJaeT COOTBETCTBYIOLIYIO OTMETKY B JKypHAJI€ U CTABUT CBOIO POCIHCH.

8. IIpaBuiia aHTUBHPYCHOM 3aALUTHI.

8.1. Ha xaxaom xkomnbiorepe MWCII[AH pomkHBI OBITh  YCTaHOBJIEHBI
JULEH3UOHHBIE aHTUBUPYCHBIE cpenicTBa, cepTuduurpoBanabie DCTIK PO.

8.2.  YcraHOBKa M HayallbHas HACTPOMKA CPEICTB aHTUBUPYCHOTO KOHTPOJIS Ha
KOMITBIOTEPAX OCYILIECTBISIETCA CIENHAINCTaMHA, OTBETCTBEHHBIMU 3a TEXHHUYECKOE
oOecnieueHre NHPOPMAITMOHHBIX CUCTEM YUPEKICHUS.
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8.3. ChmemumamucTel, OTBETCTBEHHBIE 3a  TEXHHYECKOE  OOecIeuYcHHUE
MH(GOPMALMOHHBIX CHUCTEM YUPEXKIEHUS, OCYIIECTBIIAIOT NEPUOANYECKOE OOHOBJICHHE
AHTUBUPYCHBIX MAKETOB U KOHTPOJIb UX PAOOTOCIOCOOHOCTH.

8.4.YCTaHOBKY U YyJaJ€HHE CpPEACTB AHTUBUPYCHOM 3alIUTHI TAKXKE MOXET
OCYUIIECTBJISATh AAMUHUCTPATOP UHPOPMALIMOHHOM 0€30MaCHOCTH.

8.5.  Spawik (cchuika) IJIs 3amycKa aHTHBUPYCHOW MPOTrpamMMBbl JOJKEH OBITh
JOCTYIIEH BCEM I0JIb30BATEISIM HH(OPMAITMOHHON CUCTEMBI.

8.6. ExenemenbHo B Hauasme paboOThl, TOCIE 3arpy3kd KOMIIbIOTEpAa B
ABTOMATHYECKOM PEKUME JIOJDKEH MPOBOJIUTHCS aHTUBUPYCHBINH KOHTPOJIb BCEX JUCKOB
U ($ailioB KOMIIBIOTEPOB.

OO0s3aTeTbHOMY AHTHBUPYCHOMY KOHTPOJIO TOMICKHUT JI00as uHGOpMaIus
(TexcToBble (almbpl JOOBIX (QopmaToB, Qaillibl JaHHBIX, HCHOJHIEMbIE (aiibl),
uH(pOpMaIKs Ha CbeMHBIX HOCUTENSX (MarHUTHBIX AMCKaX, JeHTax, CD-ROM u 1.1m.).

KonTponp ucxonsmeit nHpopMauu HEOOXOIUMO MPOBOJIUTH HEMOCPEACTBEHHO
nepesl apXuBUPOBAHUEM U OTIIPABKOM (3aMKUChIO HA CHEMHBIA HOCUTEND).

Hacrtpoiiky cpencTtB aHTHUBUPYCHOM 3alllThl  BBIMOJHSAET aJMUHUCTPATOP
MH(GOPMALIMOHHON 0€30MacHOCTH, JINOO CIIEUATIUCThI, OTBETCTBEHHBIE 32 TEXHUUECKOE
o0ecrieueHrue y4YpeKJIeHHs, M0 COIIACOBAaHUIO aJMHHUCTPATOPOM HH(OPMALMOHHOU
0€30IMacCHOCTH.

8.7.  ®aiinbl, mOMeINIaeMble B JIEKTPOHHBIM apXWB HAa MArHUTHBIX HOCHUTEIX,
JOJDKHBI B 00sI3aTEIBLHOM  TOPSJKE  MPOXOJUTH  AHTUBUPYCHBIM  KOHTPOJIb.
[leprognueckne TPOBEPKH SIEKTPOHHBIX APXMBOB JIOJDKHBI TPOBOAUTHCA HE DPEKeE
OJTHOTO pa3a B MECHII.

8.8.  VYcramaBmmBaemoe (M3MEHSEMOE) IPOTPaMMHOE 00eCTIeYCHUE JOIKHO OBITh
MpelBapUTEeIbHO TPOBEPEHO Ha OTCYTCTBHE BHPYCOB. HemocpeacTBeHHO mocie
YCTAHOBKHU (M3MEHEHHMS1) TPOrPaMMHOT0 00eCIieYeHrs KOMITbIOTEpa, aIMUHUCTPATOPOM
nH(POPMAIIMOHHON 0€30MacCHOCTH JO/HKHA OBITH BBHITIOJHEHA aHTUBHPYCHAs MPOBEpKa
NCTIn.

8.9.  Ha kommbroTepsl 3ampeniaercsi yCTaHOBKa MIPOrpaMMHOT0 0OecTieueHus1, He
CBS3aHHOTO C BBINIOJIHEHUEM (PYHKIUH, TPEAYCMOTPEHHBIX TEXHOJIOTHYECKUM
mpoiieccoM 00padoTKN MHPOPMAIIUH.

8.10. Ilpm BO3HMKHOBEHHHM TIOJO3PCHHS HAa HaJUYHE€ KOMIIBIOTEPHOTO
BUpyca(HeTUNHYHAs paboTa MporpaMM, TMOSBJICHHE TpaduueckKux U 3BYKOBBIX
3¢ (PeKTOB, UCKAKEHUN JTAaHHBIX, PoTaaanue GaiioB, 4aCTOE MOSIBJICHHE COOOIICHH O
CUCTEMHBIX OMMOKax M T.Il.) TIOJIb30BaTElIb CAMOCTOSITENbHO (MM BMECTE C
aAMUHUCTPATOPOM MH(POPMALIMOHHOUN 0€30MaCHOCTH) JOJIKEH MTPOBECTH BHEOUEPEIHOM
aHTUBUPYCHBI KOHTPOJIb KOMIIBIOTEPA.

B cnyuae oOHapyxeHUSI IpHU MPOBEACHUN aHTUBUPYCHOM MPOBEPKH 3apaskeHHBIX
KOMIIBIOTEPHBIMU BUpycaMu (ailioB OJIB30BaTENh 00sI3aH:

- IpUOCTAaHOBUTH 00paboTKy naHHbiXx B UCII/IH;

- HEMEJ[JICHHO TIOCTaBUTh B M3BECTHOCTH O (hakTe OOHapy>KEHUs 3apa’keHHBIX
BUpYCOM (HaiiyIoB aIMUHUCTPATOPa MHGOPMAIIMOHHON 0€30MMaCHOCTH, a TAK)KE CMEKHBIC
MO/Ipa3ieNIeHusI, UCIIOJIb3YIOIIHE 3TU (pailsibl B paboTe;

- COBMECTHO C BIAQJCNBIIEM 3apaXEHHBIX BUPYCOM (aillioB MpOBECTH aHAIN3
BO3MOKHOCTH, TaJTbHEHIIIETO WX MCTIOIb30BAHMS;

- MPOBECTH JICUCHHUE UM YHUUTOKEHHE 3apKCHHBIX (haiiiIoB.
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8.11. OTBETCTBEHHOCTH 32 OPraHU3AIMI0 aHTUBUPYCHOTO KOHTpOoJs B UCII/IH B
COOTBETCTBHUM C TpeboBaHmsiMu  Hactosimiero [lomoxeHuss Bo3iaraeTcss Ha
aIMUHHACTpaTOpa HHOOPMAIIMOHHOM 0€30MacHOCTH.

8.12. OTBeTCTBEHHOCTH 3a MPOBEJCHUE MEPOINPUITHI aHTUBUPYCHOW 3aIUTHI B
koHkpeTHoU MCIIJIH u cobOmonenne TpedoBanuii HacTosero [lomoxkeHus Bo3naraercs
Ha CHEIUAJINCTOB IO

TEXHUYECKOMY 00ECIICUeHHIO, aJMUHHUCTpaTOpa HH(POPMAIMOHHON
0e30MacHOCTH | Beex Mojib3oBatencii qanaou MCIT/IH.

9. IlpaBuiia NapoJbHOM 3alIUThI.

9.1. JlanmHble TmpaBWia PETJIAMEHTUPYIOT  OPTraHU3AIlMOHHO-TEXHUYECCKUE
MEpOTIPUATHS TI0 OOECTICUCHHUIO TMPOIECCOB TEHEPAIMKM, CMEHBI W TIPEKpPAIICHUS
neictBuda naposieid B UCIIJIH, a Takke KOHTPOJIb ACHCTBUM MOJIb30BATENEH NpU padoTe
C HapoJIsIMHU.

9.2. OpraHu3alliOHHOE U TEXHHMYECKOEe OOecreueHue MpOIECCOB T'eHepalu,
UCIIOIb30BaHUsI, CMEHBI W MPEKpAIICHUS JEUCTBUSA MNapoJied BO BCEX MOJICHCTEMAX
NCTIIH 1 KOHTpOJIb ACHCTBUH MOJIB30BATENEH MpU paboTe ¢ MapoJIIMHU BO3JIaraeTcs Ha
aIMUHUCTpaTOpa HHPOPMAIIMOHHON 6€30MacCHOCTH.

9.3. Jluunble  mapoiu JNOJDKHBl ~ TE€HEPUPOBATHCS U PACHPENCHATHCS
LIEHTPAJIU30BaHHO 1100 BBIOUpATHCS MOJIb30BATEIISIMU  O0OBEKTA
BBIYMCIIUTENILHON TEXHUKH CAMOCTOSITEILHO C YUETOM CJEAYIOIUX TPeOOBaHUM:

- IapoJib JI0JKEH ObITh HE MEHee 6 CUMBOJIOB;

-B YHCJIE CHUMBOJIOB MapoJii 00s3aTeNbHO JIOKHBI MPUCYTCTBOBAaTH OYKBHI B
BEPXHEM WJIM HIDKHEM perucTpax, Hudpsl U/WiK crienuaibHble CUMBOIEI (@, #, $, &, *,
% u T.11.);

- CUMBOJIBI Tapojieil 1 paboumx CTaHUMM, HA KOTOPBIX YCTAHOBJIEHO CPEICTBO
3alUThl MHPOpPMAIIUU OT HECAHKIIMOHUPOBAHHOTO JOCTYIA, JOJDKHBI BBOJAUTHCA B
peXUME JIATUHCKON PacKIIaJ KU KJIaBUATYpPHI;

- MapoJib HE JOJKEH BKIIIOUATh B CE0S JIETKO BBIYHUCIISIEMbIE COUYETAHUSI CUMBOJIOB
(umena, pamunnn, HanMeHoBanust APM u T.71.), a Takke OOIIETPUHATHIE COKPAIEHUS
(BBM, JIBC, USER u 1.11.);

-TIPU CMEHE MapoJisi HOBOE 3HAYEHHUE JOJKHO OTJIMYATHCS OT MNPEAbIAYIIHX; -
MOJIH30BATENIh HE UMEET MpaBa cOOOIIATh JIMYHBIN Mapoib APYTUM JTUIAM.

9.4. Anmunucrparop UCII[IH nepenaer cBou ayTeHTHU(MUKAIMOHHBIC JAaHHBIC
s 3anycka npukiaadoro IO Bl UCIT/In Ha Oyma)kHOM HOCHUTENIE B Ole4aTaHHOM
KOHBEpTE a/IMUHUCTPATOPY MH(GOPMAIIMOHHON 0€30MaCHOCTH, KOTOPBIN B CBOIO OUEpE/Ih
XPAHUT UX B 3aKPBIBAIOIIEMCS Ha KJIFOY XPaHWIUIIE.

9.5. B cnywyae wumeromeics Ciy)xeOHOW HEOOXOIUMOCTH, TMPOJIUKTOBAHHOM
BO3HUKHOBEHHEM HEIITAaTHBIX CUTYalM WM APYyTuX Popc-MakopHbIX (HaKTOPOB, MPHU
YCJIOBUU OTCYTCTBUS Ha pabouem wmecte mnoib3oBatens WCII[H, pykoBoauTesnb
nojapaszaeneHus odgopmiisieT B NHUCbBbMEHHOM BHJAE 3asiBKy Ha cOpoc maposis
OTCYTCTBYIOIIIETO TIOJIb30BATENSI M HAMpPaBISET €€ OTBETCTBEHHOMY 3a OOecledeHHe
0€30MacHOCTH MEPCOHATBHBIX JaHHBIX Mpu ux 0bpadotke B MUCII/IH. B 3asBke momkHO
OBITh W3JIO)KEHO OOOCHOBaHUE HEOOXOMUMOCTH cOpoca mapois, ykazanel @.1.0.
ITOJIb30BaTEIs, Y€k maposib Heooxoaumo copocuth, ©.1.0., TOKHOCTH CIIEIMaINCTa,
KOTOpbI OyAeT ocymiecTBisTh o00pabotky IIJ[H OT WMeHHM OTCYTCTBYIOIIETO
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MOJIb30BATENs, a TaK JX€ BPEMEHHOW OTPE30K, B TEUYEHHE KOTOpOTro UM Oyjaer
pOU3BOAUTHCS 00paboTtka I1/]H.

9.6. B cnyuae, eciiv OCHOBaHUS, YKa3aHHbBIE B 3as1BKE, SIBISIOTCS TOCTATOYHBIMU
st cOpoca  maposisi, OTBETCTBEHHBIM 3a 3allMTy HMHPOPMALMM  MOpyYaeT
aAMUHUCTpATOpy MHGOPMAIIMOHHON 0€301MacHOCTH COPOCHTH, ycTaHOoBIIeHHbIN B C3UoT
HCJI, nuuHblii Taposib YKa3aHHOTO B 3as1BKE MOJIb30BATENS.

9.7. B cuyuae, eciim mpukiagnoe I1O BJI UCII[a o6namaeTr cuctemoit
ayTeHTU(PUKALUU, TTApOJIb JJIs 3amycka npukiagHoro [1O cOpackiBaeT alMUHUCTPATOP
NCIIdH, mub0 OTBETCTBEHHBIM IOJB30BaTEIb, IO TOM K€ 3asBKE, B cllydae HX
OTCYTCTBHSI Tapojb HMEET IMpaBO COPOCHTH aAIMHUHHCTPATOpP HHMOPMALMOHHON
0€30MacHOCTH,  BOCIMOJIb30BABUINCH JUIsL  BXOJIa B CUCTEMY YIIPaBJICHUS
ayTeHTU(UKAIMOHHBIMU JaHHBIMU agMuHucTparopa UCI/IH.

9.8. Ilocne BbIMOTHEHHS] HEOOXOIMMBIX PabOT BCE MApOJId U3MEHSIOTCA W Ha
OyMaXKHBIX HOCUTEIISIX B OTIeUaTaHHBIX KOHBEPTE, nepenatorcs nonaszosareisim UCIH.
[Tocne 3TOro MosaB30BaTENN YCTAaHABIMBAIOT C€0€ HOBBIE MAPOJIH.

9.9. TlonHas miaHoBas cMeHa MapoJjeill MoJib30BaTeNe JTOJKHA MPOBOIUTHCS
PETYISPHO, HE PEKE OAHOIO pasa B TeueHue 60 qHei.

9.10. BnemyaHoBas CMEHa JIMYHOIO MapoJisl WIM YJAJICHWE YYETHOW 3alucH
nosib3oBarens UCII/IH B ciydae npekpalleHus ero noJHOMOYHM (YBOJIbHEHHE, IEPEXO/T
Ha Jpyryro paboTy BHYTpU OpraHuM3allud M T.I.) JOJDKHA [POU3BOJUTHCA
aJIMMHHACTPATOpOM HH(GOPMALMOHHON O€30MaCHOCTH HEMEIJIEHHO I0CJIE OKOHYaHUS
MOCJIEJTHETO Ce€aHca padOThl JAHHOTO MOJIb30BATEIIS C CHCTEMOW HA OCHOBAaHUHU YKa3aHUS
HayaJlbHUKA OT/ENA.

0.11. BaemmaHoBas TMONHAS CMEHA TNapojeil BCEX IMOJb30BaTENeH JOJHKHA
MIPOU3BOAUTHCS B CIIydae MPEKpaIleHHs! MOJTHOMOYM (YBOJIbHEHHE, IEPEXO Ha IPYTYIO
paboTy BHYTpH OpraHu3allid M Jpyrue OOCTOSTENbCTBA) aJAMHUHHUCTPATOpA
MH(}OpPMATMOHHOW O€30MaCHOCTH.

9.12. B ciy4ae KOMITpOMETAIHMH JIMYHOTO TTapoist mob3oBaresis MCIT{H momkHb
OBITH HEMEIJICHHO IPEANPUHSATHI MEPBI 110 BOCCTAHOBJICHUIO NMAPOJIbHON 3aILUTHI.

9.13. KoHTpoab neicTBUl MOIb30BaTENCH MpU paboTe C MAPOJIIMH, COOTIOICHHE
MOpsIIKA MX CMEHBI, XpPaHEHUs W HCIIOJIb30BAaHUS BO3JIAraeTcs Ha aJIMHHHCTPATOpa
nH(}OPMAITMOHHON 6€30MaCHOCTH.

10. IIpaBuaa oOHOBJICHHS " KOH(pUrypupoBanus
nporpammuoro odecnevyenuss C31 u IlpukiaagHoro nporpaMMHoOro odoecmneveHus,
HCI0JIb3yeMoro st 00padorku I1/1H.

10.1. Hacrosimue mpaBuiIa perIaMEHTUPYIOT obOecreueHne Oe30MacHOCTH
uH(OpMaMu TpPU NPOBEJECHUM OOHOBJIEHHUA WU KOHPUIYPUPOBAHMS MPOrPAMMHOIO
obecneuenuss C3U u I[lpuknaaHoro mporpaMMHOT0 0OECIeUeHHsI, UCTI0JIb3yEeMOTO JIJIst
obpabotku [1]IH.

10.2. Bce wusmenenuss mnporpammHoro ob6ecneuenus C3U u Ilpuxnaanoro
MporpaMMHOTO oOecreueHus, ucnonab3yemMoro st obpadotku IIJ[H, mOKHBI
MIPOU3BOAUTHCS ATMUHUCTPATOPOM HWH(OOPMAITMOHHONW O€30MaCHOCTH W/WIW JUIAMU
OTBETCTBEHHBIMHM 32 TEXHHYECKOe oOecredyeHHe ydpekaeHus (Mpu COTIacOBaHUU C
aJIMUHUCTPATOpOM  HMHGOPMAIlMOHHOM  O€30MacHOCTH), HAa OCHOBAHUU  3asBKHU
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anmunuctparopa UCII/IH, HanpaBisieMoil OTBETCTBEHHOMY 3a  00paboTKy
MEePCOHAbHBIX TAHHBIX.

10.3. OOHoBieHHME U KOHQUTYypalus MNPOrPaMMHOTO OOECTedeHHus, He
UCIIOJIB3YEeMOTro JjIsl HenocpeacTBeHHo 00padotku [1JIH u He sBistomierocs [10 C3U,
a Takke anmapaTtHOM cocraBisitonied  snemeHToB  MICIIIH, ocymiecTBisieTcs
COTPYIHHMKAMU OT/IeNIa TEXHUYECKOTO 00ECIICUeHUS YUPEKICHUS B OOBIYHOM  TOPSIIKE.

10.4. B cnyvae eciiu APM npoxoauil aTTECTallii0 COOTBETCTBUS TPEOOBaHUSIM
3amuThl HHGOPMAIIMK, U3MEHEHUE alapaTHo — nporpaMMHoin coctasisitomen MCIIx
TaK>Ke MPOU3BOJUTCS OCHOBAHUHU 3a51BKU.

10.5. Usmenenue xoHdpurypauuu nporpammubix cpeacts MCII[n kem-nub6o,
KPOME BBIIIECTICPEUNUCICHHBIX YIIOJITHOMOYEHHBIX COTPYAHUKOB 3ANPEU{eHO.

10.6. Ilpomenypa BHeceHHs W3MEHEHWH B KOH(MUTYpalMIO MPOTPAMMHOTO
obecnieuenuss C3U u I[lpuknaaHoro mporpaMMHOr0 0O€CIIEUeHUSI, UCTIOIb3YEMOro IS
o0Opabotku I1/{H, naNIIIMpYyeTCs 3asBkoi anmMunuctparopa UCTI/Ix.

10.7. B 3asBKe MOTYT YKa3bIBaThCS CIACAYIOMINE BUIBI HEOOXOMMBIX N3MCHEHHM
B COCTaBE amnmnapaTHbIX U nporpammHbIx cpeacts MCITIH:

- ycTaHOBKa (pa3BepThbIBaHHWE) Ha KOMIIBIOTEP(bI) MPOTPAMMHBIX CPEACTB,
HEOOXOJMMBIX JIJIA pEIICHUS ONpeJeIeHHOW 3aaauu (J1o0aBieHUE BO3MOMXKHOCTH
perieHus ganHou 3anayu B qanHout UCIIn);

- oOOHOBJIEHHE(3aMEHa) HA  KoMmmbloTepe(ax) MNpOrpaMMHBIX  CPEJCTB,
HEOOXOAMMBIX I  pEIICHHs  OMNpeAeieHHOW 3amadu  (OOHOBJIICHHE  BEpCHiA
HCTIONB3YEMBIX JJISl PEIICHUS OTIPEICIICHHOM 3a/1auu ITPOTrpaMm);

- yIaJeHUEe C KOMIBIOTEpA MPOrPAMMHBIX CPEJICTB, MCHOJIb30BABIIMXCS ISt
pelieHus onpeAeIeHHON 3a1auu (MCKII0OUEHUE BO3MOKHOCTH PELICHUs TAHHOW 3a/1auu
Ha JAHHOM KOMIIBIOTEPE).

10.8. 3asBky anmmunuctparopa WCII/IH, B KOTOpoil TpeOyeTcss MpOU3BECTH
M3MEHEHUS] KOH(PUTYpaIlMU, PacCMATPUBAET PYKOBOJUTEINb, BU3UPYET €€, yTBEpxkKIas
TEM CaMbIM TPOU3BOJICTBEHHYIO HEOOXOAMMOCTH MPOBEACHUS YKa3aHHBIX B 3asBKE
M3MEHEHUH, TMOCJIe Yero 3asiBKa IMepeaaeTcs aaMUHUCTpaTopy HWHOOpMaAIMOHHON
0€30MacHOCTH JIJI1 HEMOCPEACTBEHHOTO UCTIOIHEHHS paboT MO0 BHECEHUIO U3MEHEHH B
KOH(UTypalMio KOMIBIOTEpAa YKa3aHHOTO B 3asiBKE CAMOCTOSATEIBLHO WU C
MPUBJICYCHUEM COTPYIHHUKOB, OTBETCTBEHHBIX 3a TEXHHUYECKOE OOecleueHue
YUPEKICHUS.

10.9. TIloaroroBka 0OHOBICHUS, MOAUGMUKAIINHA OOIIIECUCTEMHOTO U TTPUKJIIATHOTO
nporpammuoro obOecrneuenuss WCII[IH TecTupoBaHMe, CTEHIOBBIE HCHbITAaHUS (IIPU
HEOOXOJIMMOCTH) U Tepe/laya UCXOJHBIX TEKCTOB, IOKYMEHTAIMU U JTUCTPUOYTUBHBIX
HOCUTENIE MporpaMM B apXUB JUCTPUOYTUBOB YCTAHOBJIICHHOTO IPOTPAMMHOTO
obOecrieueHusi, BHECEHUE HEOOXOJAUMBIX U3MEHEHUM B HACTPOUKH CPEJCTB 3aIlUThl OT
HCJl u cpenctB KOHTpOS LETOCTHOCTH (paiijioB Ha KOMIIbIOTEpax, (OOHOBJICHUE) U
yAaJeHUe CHUCTEMHBIX U TPHUKIATHBIX MPOrPAMMHBIX CPEICTB MPOU3BOJAUTCS
aIMUHUCTPATOPOM HH(OPMAIIMOHHOW 0€30MacHOCTH IO COTJIACOBAHUIO COPraHOM IO
aTTecTtaliu (B cilydae, €Cclid MPOBOJAMIIACH ATTECTAlMs), MPOBOJMBIIUM aTTECTALIUIO
nanHout MICII/{a. PaGoThr mpousBoasaTcs B mpucyTcTBuU aamunuctparopa UCII/IH.

10.10. VYcranoBka mm ooHOBiIcHUE mToacucteM VCIIJIH 10omKHBI TPOBOAUTHCS B
COOTBETCTBUH C TEXHOJIOTHEH TpPOBEICHUS MOIU(HUKAIUNA MPOTPAMMHBIX KOMITJIEKCOB
JAHHBIX MOJICUCTEM, YKAa3aHHON B TEXHUYECKOM IOKYMEHTAIMHU, €CIIU TaKOBasi UMEETCSI.
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10.11. VYcranoBka m oOHOBieHue IIO (cucTeMHOro, TECTOBOro M T.I.) Ha
KOMITBIOTEPAX NPOU3BOJMUTCS  TOJBKO c OPUTMHAJIBHBIX JTUIEH3UOHHBIX
TUCTPUOYTUBHBIX HOCUTENEH (IUCKET, KOMIAKT-IMCKOB U T.I.), pukiaaHoro 110 — c
ATAJIOHHBIX KOMUW MPOrPAMMHBIX CPEJCTB, MOJYYEHHBIX W3 apXHWBa TUCTPUOYTHUBOB
YCTAHOBJIEHHOT'O MTPOTrPaMMHOT0O 00eCIIeYeHUSI.

10.12. TIO cpenctB 3ammThl WH(POpPMAIIMM YCTAHABIMBACTCS C HOCHUTEICH,
o0JlalafoMX CIEUaTbHON TrojorpaduuecKor HaKJICHKON, MOATBEp)KIAroNeH UuX
MOJIJTMHHOCTb, €CJIM UHOE HE YKa3aHO B JIOKyMEHTaluu K nanHomy [10.

10.13. Bce nobGaBnsiembie IporpaMMHBIC u arrmapaTHbIe
KOMIOHEHTBI JOJDKHBL  OBITh IIPEIBAPUTEIHLHO IIPOBEPEHBI Ha
paboTOCIIOCOOHOCTD, a TAKKE Ha COBMECTHMOCTH C YCTAHOBJICHHBIMH MPOTPaAaMMHBIM
o0ecrieYeHuEM U ONEePallMOHHON CUCTEMOM.

10.14. Tlocne ycranoBku (oO6HOBieHUs) [10, amMuamrCcTpaTop MHDOPMAITMOHHON
0€30MacHOCTH JIOJDKEH TPOU3BECTH TpeOyeMble HACTPOWKH CPEICTB YIPaBJICHUS
JOCTYIIOM K KOMIIOHEHTaM KOMIIbIOTE€pa, MpOBepHUTh padorocnocoOHocTs [0 u
NPaBWIBHOCTh UX HACTPOWKU M MPOU3BECTH COOTBETCTBYIOIIYIO 3amuch B «XKypHane
yuera HemrtatHbiX cutryanuid B WCIIJIH, BbIMoOMHEHUS TPOPHIAKTHYECKUX padoT,
YCTaHOBKHU, MOJIU(PHUKAIIMK IPOrpaMMHBIX cpencTB Ha koMmmbloTepax UCIT n», nemaet
OTMETKY O BBITIOJIHEHUU (Ha 0OpaTHOM CTOPOHE 3asiBKH) U B « T€XHUUECKOM MacropTe».

10.15. ®opmar 3ammceit «KypHama ydera HemratHbix curyanuid WCIIH,
BBITIOJIHEHUST TTPOPMIAKTHYECKUX PabOT, YCTAHOBKM U MOJUGUKAIIMU MPOTPAMMHBIX
cpeacts Ha kommbrorepax MWCII/IH» ycTaHaBIMBaeTcs NPHUKA30M PYKOBOIAUTENS
Oprann3zanumu.

10.16. [Ipy BO3HMKHOBEHHUHW CHUTyallud, TPEOYIOMMX TMeperadyl TEeXHUYECKUX
CPEIICTB B CEPBUCHBIN LEHTP C LIEJIbI0 PEMOHTA, OTBETCTBEHHBIN 3a €€ HKCILTYyaTaLHIO
JOKJIabIBaeT 00 3TOM OTBETCTBEHHOMY 3a 0OecrnedyeHne 0€30MaCHOCTH MEPCOHATBHBIX
naHHbIX npu ux oOpadotrke B MCII/IH, KOTOpBII B CBOIO O4Y€pEdb CBSI3BIBAETCS C
COTpYIHHMKAaMU OpraHa Io aTTecTanuu (B ciayyae, ecid NPOBOAWIACH aTTeCcTalus) U B
JajJbHENIIEM JEHUCTBYET COIVIACHO WX MHCTpyKuu. Ilpu 3TOM amgmuHHCTpaTop
uH(OpMaAIIMOHHONW 0€30MacHOCTU O00s3aH TPEANPUHATH HEOOXOIUMBIE MEphI IS
3aTHpaHus 3alluiaeMol MHGOpMAaIMK, KOTOpas XpaHWIach HAa JUCKaX KOMIIbIOTEpA.
OpuruHansl 3a4BOK (JOKyMEHTOB), HA OCHOBAaHUU KOTOPBIX MPOU3BOAMINCH U3MEHEHUS
B COCTaBE€ IPOrPAMMHBIX CPEJICTB KOMIIBIOTEPOB C OTMETKAMH O BHECEHUU U3MEHEHMI B
COCTaB MPOrPAMMHBIX CPEACTB, TOJKHBI XPAHUTHCS BMECTE C TEXHUYECKUM MACIOPTOM
Ha HCIIln m «Kypnanom yuera nHemratHbix cutyanud HWCII/IH, BeImosHEHUS
NpOPUIAKTHYECKUX PAOOT, YCTAHOBKM W MOJU(UKAIMU MPOTPaMMHBIX CPEICTB Ha
kommnbtotepax MCIIAH» y oOTBeTcTBEHHOro 3a oO0ecreueHue 0e30MacHOCTH
MEPCOHANIBHBIX JaHHBIX MpH UX 00padotke B UCII/IH.

10.17. Komuu 3asiBOK MOTYT XPaHHUTBCS Y aaMUHHCTpaTopa WH(OOPMAIMOHHOU
0€30MacHOCTH:

- 115t BocctaHoBieHus koHpurypauuu UCITIH nocne aBapuii;

- JIE KOHTpoJsi mpaBoMepHOocTH yctaHOBKM Ha MCIIIH cpenctB nmsi pemieHust
COOTBETCTBYIOIIUX 33J1a4 MPU pa30ope KOHMINKTHBIX CUTYaIINIA;

-] IPOBEPKU MPABUILHOCTU YCTAHOBKHU U HACTpOiiku cpeacts 3amuThl UCITIH
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10.18. ®akT yHUUYTOKEHHUS AAHHBIX, HAXOJMBIIUXCS Ha JIMCKE KOMIIBIOTEPA,
o(OopMIISIETCS aKTOM 32 TIOJIMUCHIO AIMUHUCTPATOPA MH(POPMAITMOHHOM OE30TTaCHOCTH U
anmuHuctparopa UCITH.

11. YopasJjieHre y4eTHBIMHM 3aNIMCSIMH M0JIb30BaTeJI€i.

11.1. C uenbto coOMIOAEHUS TPUHIUIIA TIEPCOHATILHON OTBETCTBEHHOCTH 32 CBOU
JEUCTBUA KaXKJJOMY COTPYIHUKY, TOMYIIEHHOMY K pab0Te Ha KOMITbIOTEpaX KOHKPETHOM
NCIIIH, noykHa OBITH CO3/1aHa YHUKAJIbHAS yUeTHAs 3aIUCh TI0JIb30BaTEs.

11.2. Pabory B MUCII[AH COTpyAHHMK JOJKEH OCYIIECTBISATh TOJBKO C
WCITOJIh30BAaHUEM CBOETO YHUKAJIBHOTO MMEHH mosb3oBarens. Padora B MCII/Ix mon
Y4y>KO YYETHOU 3aIIMChI0, KPOME CIIy4aeB, ONMCAHHbBIX B 11.9.5, 3anpewiena.

11.3. Ilpouenypa peructpauuud (CO3JaHHsI yYETHOW 3alHCH) IOJb30BATENs U
MPEAOCTaBIECHUs €My (WIM W3MEHEHHs ero) mnpaB noctyna kK pecypcam HCIIIx
uHUIMUpyetrcst 3asBkod anmuuuctparopa WCIIJln no mpumaraemoit ¢opme K
HacrosmeMy [lonoxenuto.

B 3asiBke yka3biBaeTcs:

- COJIEpKaHHE 3aNpallMBA€MbIX U3MEHEHUI (pEerucTpaiusi HOBOTO IOJb30BaTENs
NCIIIH, ynameHue Y4YeTHOM 3aluCH I0JIb30BaTelsd, DPACIIMPEHUE WIH CYKECHHE
noJiHOoMouMii M mpaB goctyna k pecypcam HCII/IH paHee 3aperucTpupOBaHHOIO
MOJIb30BATENS);

- IOJDKHOCTH (C TIOJTHBIM HAaMMEHOBaHUEM OTena), GamMuins, UMs U OTYECTBO
COTPY/IHHKA;

- UMl TI0JIb30BaTeNs (YYETHOM 3alKMCH ) JAHHOTO COTPY/IHUKA;

- IOJTHOMOYHS, KOTOPBIX HEOOXOAMMO JIMIIUTh TOJB30BATENIl WM KOTOpBIE
HEOOXOJIMMO J00aBUTH IMOJB30BATEN0 (IMMyTEM YKa3aHHUsS pPEIIaeMbIX IMOJb30BaTEIEM
3agad B UCII/In).

11.4. 3asBKy paccMaTpHBaEeT PYKOBOJUTEb, BUSHPYS €€, YTBEPK1asd TEM CaMbIM
MPOU3BOJACTBEHHYI0 HEOOXOJUMOCTh JIOMycKa (M3MEHEHUs MpaB JOCTyIa) JaHHOIO
COTPYIHHMKA K HEOOXOAMMBIM JJI PEIICHUS MM YKa3aHHBIX B 3asBKE 3aJlay pecypcam
NUCTIIn. 3atrem moANMMCHIBaeT 3ajJaHue  AJAMUHHUCTPATOpPY HUHOOPMAIMOHHON
0€30MacHOCTH Ha BHECEHHME HEOOXOIAMMBIX H3MEHEHMHA B CIHCKH I10JIb30BaTelen
cooTBeTcTBYIOMUX noacucteM MCIT/IH.

11.5. Ha ocHoBaHuu 3a1aHusi, B COOTBETCTBHM C JIOKYMEHTAIlMCH Ha CpeJCTBA
3alUTHl OT HECAHKIMOHMPOBAHHOTO JIOCTYMa, aJAMUHHUCTPATOp HWHOOpPMAIMOHHON
0€30MacHOCTH IPOU3BOAUT HEOOXOIMMBIE ONIEPAIUH [0 CO3aHUIO0 (YIaIEHUIO) YUEeTHOU
3aMKMCH TMOJIb30BATENS, MPUCBOCHUIO €My HAYaJbHOTO 3HAa4Y€HUs MNaposs (BO3MOXKHO
TaK)K€ PErucTpanuio NepPCOHAIBLHOrO UIECHTU(HUKATOpA), 3asBJICHHBIX MPaB AOCTyNa K
pecypcam UCIIJIH u apyrue HeoOXoauMBbIe ACHCTBUS, yKa3aHHbIE B 3a1aHuu. JIJist Bcex
MOJI30BATENEN TOJKEH OBITh YCTAHOBJIEH PEXUM MPUHYAUTEIBHOIO 3alpoca CMEHBI
MapoJisi HE peKe OJHOTr0 pasa B TeueHue 60 qHew.

11.6. TIlocrme BHeceHHMS W3MEHEHMM B CHHUCKHM TOJIb30BaTENICEH aJMUHUCTPATOP
HH(POPMAITMOHHON OE30IMaCHOCTH JOJDKEH OOECICUHTh HACTPOHMKH CPEIACTB 3aIllUThHI
COOTBETCTBYIOIMMUE TpeOoBaHusaM Oe3zonacHocTH ykazaHHou WMCIIJInH. Tlo oxoHuanuwn
BHECEHMsSI W3MEHEHMIl B CIHMCKU II0Jb30BaTeled B 3adBKE JIE€JAETCA OTMETKAa O
BBITIOJITHEHUH 33JaHUS 32 MOIMUCHI0 UCTIOTHUTENS — aIMHHUCTPATOP UHPOPMAITUOHHOM
0€30MacHOCTH.
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11.7. HcnonHeHHble 3asgBKa M 3aJaHU€ XpaHATCS Yy aJAMHUHUCTpaToOpa
nH(GOPMALMOHHON OE€30MaCHOCTH.

OHHM MOTYT BIIOCHEACTBUU UCTOJIb30BATHCS:

- IJ1s1 BOCCTAHOBJICHUS MMOJIHOMOYHUM noJib3oBaTenen nocie apapui MCII/H;

- i1 KOHTPOJISI IMPABOMEPHOCTU HAJWYMUS y KOHKPETHOIO IOJb30BAaTENs MpPaB
noctyna k TeM uin uHbiM pecypcam UCIIIH npu pazdope KOHDIUKTHBIX CUTYAIIH;

-UI1 TPOBEPKH COTPYIHMKAMH KOHTPOJIUPYIOIIUX OPTraHOB IPABUIBHOCTH
HAaCTPOMKH CPEJICTB pa3rpaHudeHus goctymna K pecypcam UCITIH.

12. IlopsaaoK KOHTPOJIsI COOTI0IeHUS YCJIOBUIA MCIOJIb30BAHNUS CPEICTB
3alUThl HHPOPMAIIUH, B TOM YHCJIe KPUNTOrPaduyecKux.

12.1. Jlanssii pa3aen [lomoxeHus: onpeaesieT MopsiIoK KOHTPOJIS COOIIOICHUS
YCIIOBHI MCTIOJIB30BaHUSI CPEACTB 3amuThl nHpopManuu (gaiee - C3N).

12.2. TexHuueckwe CpeAcCTBa 3alIUThl HWHQPOPMAIMKA  SBISIOTCS BaKHBIM
kommoHeHToMm ODb I1/1H.

12.3. Tlopsanox pabotsl ¢ Texuuueckumu C3U ompenesneH B COOTBETCTBYIOIIUX
PYKOBOJICTBaX IO HACTpoiike U ucnoiib3oBaHuio C3U o0s3aTeNbHBIX I UCIIOJHEHHUS,
KaK COTpyIHHMKaMU oOpabaThIBAIOMIMMHU KOH(PUACHIIMAIbHYIO HHQOpPMAIMIO, TaK U
aMUHUCTPATOPOM MH(POPMALIMOHHOM 0€30MMaCHOCTH.

12.4. TIpaBo mpoBepkH COOJIOJICHUS YCIOBUHN HCIOIB30BAHUS CPEJICTB 3aIUTHI
uH(}OpMAIUU UMEIOT: - PYKOBOJIUTEIb;

- OTBETCTBEHHBIM 3a 00pabOTKYy TMEepCOHANBHBIX ITaHHBIX; - AIMHUHHUCTPATOP
MH(}OpMATMOHHOW 0€30MaCHOCTH.

12.5. Tlome3oBatemo MCII/IH kaTeropudecku 3amperiaeTcs:

-oTkiaouars C3U;

-POM3BOJUTh  O0paOOTKY KOH(PUACHIMAIbHOW HMHPOpPMALMK B  ClIy4yae
HepaboTocnocoOHOCTH cpeACcTB ee 3amuThl (C31);

-MeHATh HacTporku C3U.

12.6. Ecnu B X0J1€ NEpUOANYECKUX, TUTAHOBBIX WM BHE3amHbIX nmpoBepok UCTIIx
BBISIBIICHO HapyleHue tpedoBanus 1. 10.5. To moanexar mpumeHeHuto m.im. 3.7., 3.8.
nmagHoro Ilonoxxenus.

12.7. Kpunrtorpaduyueckue  CpeacTBa  3alllUThI uHOpMAITUU  JTOJIKHBI
HCIOJI30BaTbCSl B COOTBETCTBUM C TEXHUYECKOU M IKCIUTYaTallMOHHOM TIOKYMEHTAalUEen
Ha HUX, a TAK)KE€ B COOTBETCTBUU C NIPABUIIAMH TTOJIH30BAHUS UMH.

13. Ilopsimoxk oxpaHbl W [OMYCKAa MNOCTOPOHHMX JIMIl B 3allMIIaeMble
NOMelleHusl.

13.1. Hannsii pa3aen [lomoxxeHus ycTaHaBIMBaeT MOPSAIOK OXPaHbl TOMEIICHUNA
NCITH.

13.2. BckpblTuE M 3aKpbITUE TMOMEIIEHUN OCYIIECTBISIETCS COTPYIHUKAMH,
pabOTaOIIUMHU B IaHHBIX IOMEUICHUSX.

COucok COTpYJHUKOB, MMEIOIIMX MPaBO BCKPbIBaTh (CIaBaTh MOJA OXpaHy) M
OMEYaThIBaTh IOMEIICHHS YTBEPKAACTCS PYKOBOAUTEIEM W IEpeaaércss Ha IOCT
OXpaHhl.
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13.3. Ilpu oTCYTCTBUU COTPYIHUKOB, OTBETCTBEHHBIX 3@ BCKPBHITHE MOMEIIECHUIA,
JaHHbIE TOMEIEHUS MOTYT OBITh BCKpPBITBI KOMHCCHEH, CO3JaHHOW Ha OCHOBAHUU
npukasa. Komuccueit coctapisiercs akT BCKPBITHSL.

13.4. Tlpu 3aKpbITUU MOMENICHUI COTPYAHUKH, OTBETCTBEHHbIE 3a MOMEIICHHUS,
IPOBEPAIOT 3aKPHITHE OKOH, BBHIKJIIOUAIOT OCBEIEHUE, OBITOBBIE TPUOOPHI, OPITEXHUKY
U TPOBEPSAIOT MPOTUBOIOKAPHOE COCTOSHHUE MOMEIIEHHUS, a JTOKYMEHTHI U HOCHUTEIU
uH(pOpMaIK, Ha KOTOPBIX CONEPKUTCS KOHPUACHIIMAIbHAS HHGOpMaIs, yOUparoT 1Jis
XpaHEHHMsI B OleyaThIBaeMblil ceii (MeTaimtmueckuit mkad). 3aKpbiBaeMoe TTOMEIICHUE
OTeYaThIBACTCS JUYHOM NIEYaThlO0 COTPYAHUKA, OTBETCTBEHHOTO 32 TOMEIICHHE.

13.5. IlocTtaHoBKa U CHATHE MOMEUICHHU TIOJT OXpaHy MPOU3BOIUTCS OXPAaHHHUKOM
MIOCJIE OKOHYAHUS U Iepe]l HayaioM pabodero JHs COOTBETCTBEHHO.

13.6. CoTpyaHHK, UIMEIOIINI TPABO HA BCKPHITHE TIOMELICHHIA:

- IPOU3BOJUT IMPOBEPKY OTTHCKA I€YaTH HA JIBEPHU MOMEIIECHUS W UCIPABHOCTb
3aropoB;

- BCKPBIBAET OMEIIEHUE.

13.7. Ilpu oOHapyXeHUH HaAPYIICHUH I1IEJIOCTHOCTH OTTHUCKOB II€UaTew,
MOBPEXKACHUS 3alI0POB WM HAJMYUA JPYTUX MPU3HAKOB, YKA3bIBAIOIIUX HA BO3MOKHOE
IIPOHMKHOBEHUE B IIOMEIICHHE IOCTOPOHHMX JIML, MOMEIIEHWE HE BCKPBIBACTCH,
a COCTaBJIsICTCA aKT, B IPUCYTCTBUM OXpaHHMKA. O IPOMCIIECTBUM HEMEIJIEHHO
COO0IIaeTCsl PyKOBOJUTENO U (MJIM) OTBETCTBEHHOMY 3a oOecrieueHue 0e30macHOCTH
MEPCOHANIBHBIX JAHHBIX TP X 00padotke B UCII/IH.

OOHOBpPEMEHHO TMPUHUMAIOTCS MEphl MO OXpaHE MECTa MPOUCHIECTBUS U [0
MPUOBITUS JOJKHOCTHBIX JIUL] B IOMELIEHUE HUKTO HE I0ITyCKAETCA.

13.8. PykoBomutenb, OTBETCTBEHHBIH 3a  oOecmedeHrne  OEe30MacHOCTH
MEPCOHANIBHBIX JIaHHbIX mpu ux o60padotke B MUWCII[AH wu aamuHHCTpaTOp
nHpopmarmoHHoil Oe3omacHOCTH opranusytor npoBepky HWCII[lH Ha npeamer
HECAaHKIIMOHUPOBAHHOTO JIOCTYNa K KOH(MUIECHUUAIbHON HWH(OpMaUUMU W HaJIU4ue
JOKYMEHTOB M MAILIMHHBIX HOCUTENEH HHPOPMaLIUU.

13.9. Tlpu cpabaTbiBaHHH OXPAaHHOMN CHUTHAIU3AIMH B CIY>KEOHBIX TOMEIICHHSIX B
Hepabouee BpeMsi OXpaHHUK COOOIIAET O CIYyYUBIIEMCSI OTBETCTBEHHOMY 3a IIOMEIIEHHE,
WIM OTBETCTBEHHOMY 3a o0ecredyeHne 0e30MacHOCTH MEePCOHABHBIX JaHHBIX MPU HX
obpabotke B MCIIJIH, umu pyKOBOJIUTENIO, WIM aJIMUHUCTPATOPY UHOOPMAITMOHHON
6e3onacHocTH. [TomelieHust BCKphIBaTh 3alperniaeTcs.

13.10. IlomemeHus: BCKpPBIBAIOTCS OTBETCTBEHHBIM 3a IIOMEIICHHUE, WIIH
PYKOBOJMTENEM, WM OTBETCTBEHHBIM 3a oOecredeHre Oe30MacHOCTU MEPCOHATbHBIX
naHHBIX Tpu ux obpadotke B MCII[IlH B mOpHCYTCTBUM COTpPYOHUKA OXpaHbl C
COCTABJICHHEM aKTa.

13.11. Tlpu mepemaue MAEKYpCTBA, €CIW TIOMEUICHHWE B TEYCHHE JTHS HE
BCKPBIBAJIOCh, @ TAK)K€ B BBIXOAHBIC W MPa3JAHUYHBIE THU NPUHUMAIOLIAS JEKYPCTBO
CMEHa MOCTa OXPaHbl IPOBEPSET LEIOCTHOCTh NIeYaTe Ha IBEPSAX U MEeHale ¢ KIoYyaMu

13.12. Tlopsanox npeObIBaHUS NOCTOPOHHMX JIMIL HAa TEPPUTOPUHU YUPEXKICHUS
YCTaHaBJIMBAETCA COOTBETCTBYIOLINM MPHKA30M.

19



14. Tlopsipoxk cTUpaHusi 3amMIIaeMoil HHEMOPMAUMH W YHHYTOKEHUS
HOCHMTe/ el 3aiuinaeMoil uHgopmManmu.

14.1. B o00s3aTeNbHOM TOPSJKE YHUYTOXKECHHUIO TMOJJICKAT TOBPEKICHHEIE,
BBIBOJIMMbBIE M3 AKCILTyaTallMM HOCHUTENH, COJAEp allhe 3aluiiaeMyro uHdopmaiuio,
UCIIOIb30BaHUE KOTOPBIX HE MPEANoJaracTcs B AanbHenmieM. CTUpaHUIO MOIJIeKaT
HOCHUTEIIM, COJEpKallue 3allMilaeMylo HWHGOPMAIMIO, KOTOpbIe BBIBOASTCS U3
skcrryatanuu B coctaBe MCII/IH. He momyckaercsi cTupaHue HEUMCIIPABHBIX HOCUTEIIECH
U Tepeladya uX B CEPBUCHBIM LEHTP ISl PEMOHTA. Takhe HOCUTENU JIOJKHBI
YHUYTOXKAThCS B COOTBETCTBUHU C HACTOSIINM HOPSIKOM.

14.2. Crupanue AOHKHO MPOU3BOIUTKCS MO TEXHOJIOTHH, TPETyCMOTPEHHON IS
JAHHOTO THUIA HOCHUTENS, C TMPUMEHEHHEM CEePTHUPHUIMPOBAHHBIX  CPEICTB
rapaHTUPOBAHHOTO  YHUYTOXEHHUS uHPopManuu  (JomyckaeTcss — 3aJeiicTBOBAThH
MEXaHM3Mbl 3aTUPAHHUS BCTPOCHHBIE B CEPTU(UIMPOBAHHBIE CPEACTBA 3AIUTHI
uH(pOpMaInN).

14.3. VYHuYTOXKEHHE HOCHUTEJCH TMPOMU3BOAUTCA IMyTeM HAHECEHHUS UM
HEYCTPAHUMOTO (PU3MUYECKOTO TOBPEKICHUS, MCKIIOYAIONIET0 BO3MOXKHOCTh HX
UCIIOJIb30BaHUs, a TaK)Ke BOCCTAHOBJICHUS MH(opManuu (mepes yHUUTOKEHUEM, €CIIU
HOCHUTEIb UCIIPaBEH, JOJIKHO OBITh IIPOU3BEICHO rapaHTHPOBAaHUE
cTHpaHue MHpopMau Ha Hocutene). HemocpeacTBeHHble AEWCTBUSA 110 YHUUTOKEHUIO
KOHKPETHOI'O THUIIa HOCUTENS AOKHBI OBITh JOCTATOYHBI JIsI UCKJIFOUEHHUSI BO3MOXXHOCTHU
BOCCTAHOBJICHUsI UH(OpMALIUH.

14.4. bymaxHble U IIPOYHE cropaemble HOCHUTENIM (KOHBEPTHI C
HEHUCIIOJIb3yEeMbIMH 00JI€€ MAPOJISIMU) YHUUTOXKAIOT MyTEM CKUTAHUS WU C MOMOUIBIO
TM00OBIX OyMaropesaTesibHbIX MAIIIWH.

14.5. Ilo ¢akty yHMUTOKEHHS WIM CTHPAHUS HOCUTEJEH COCTABIISIETCS akT, B
KypHajax y4yera JIeJatoTcs COOTBETCTBYIOIINE 3aITUCH.

14.6. Ilpouenypsl CTHpaHUsS ¥ YHUYTOXCHHUS OCYIIECTBIIIOTCS KOMHUCCHEH, B
kotopyto Bxomar: aamuHuctparop WMCII/IH, oTBeTrcTBeHHBIH 3a obOecrneueHue
0€30MacHOCTH MEePCOHATBHBIX JaHHBIX mpu ux oopadotke B MCII/IH, ammMuHucTpaTop
nH(}OPMAITMOHHON 6€30MaCHOCTH.

15. O6e31MunBaHMe MEPCOHAJIBHBIX JAHHBIX.

15.1. Ob6e3nmunBaHUE MEPCOHATBHBIX IAHHBIX — IEUCTBUS, B pE3YJIbTaTE KOTOPHIX
HEBO3MOKHO OIPEACIUTh MPUHAIJICKHOCTh TMEPCOHATBHBIX JAHHBIX KOHKPETHOMY
CyOBEKTY IEPCOHAIIBHBIX JTAHHBIX.

15.2. OO6e3nmunBaHUE MEPCOHANBHBIX JTAHHBIX MOXKET OBITH TIPOBEICHO C IIEIBIO
BEJICHUS CTAaTHCTHYECKUX JAaHHBIX, CHIDKCHHS yIiepOa OT pas3rjaIlicHHs 3aIlUiacMbIX
MIEPCOHANILHBIX JTaHHBIX, CHIKEHUS Kjacca WH(POPMAIMOHHBIX CHCTEM IEPCOHATBHBIX
JAHHBIX M 10 JTOCTMXKCHHIO TIeJIei 00paOOTKH WK B ClTydae yTpaThl HEOOXOAMMOCTH B
JTOCT)KCHUH ATUX IIEJIeH, €CIIM HHOE HE TIPETyCMOTPEHO (eepalbHBIM 3aKOHOM.

15.3. CnocoObl 00e3nuyMBaHus TpH  YCIOBUM JaibHeWmied oO0paboTKu
MEPCOHANILHBIX JTAHHBIX:

- METO/JI BBEJICHUSI UJICHTU(DUKATOPOB;

- METOJT UBMEHEHHS COCTaBa WJIM CEMAaHTUKH;

- 00001IeHre (MOHMKEHUE TOUHOCTH HEKOTOPBIX CBEJICHUN );
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- METOJ ICKOMITO3UIMH (pa30ueHre MHOXKECTBA (MacCHUBa) NEPCOHANBHBIX JaHHBIX
Ha HECKOJIBKO IOAMHOXKECTB (YacTeil) ¢ TMOCIEAYIOIMHUM pa3eiIbHbIM XPaHCHUEM
MOJIMHOXECTB;

- METOJl MepeMelIMBaHus (NMEepecTaHOBKA OTIEIBHBIX 3alUced, a Takke Tpymd
3anuceil B MacCUBE NMEPCOHANBHBIX TAHHBIX).

15.4. JIns o0e3nMuuuMBaHUs TEPCOHAIBHBIX JAHHBIX HCIIOIB3YIOTCS CIIOCOOBI
o0e3IMunBaHus, onpeneneHubie npukazom Pockomuanzopa ot 05.09.2013 Ne 996 «O6
YTBEPKJICHUU TPEOOBAaHUI U METOAOB MO OOE3TMYMBAHUIO TIEPCOHATBHBIX JAHHBIX» B
COOTBETCTBUH C PEKOMEHIALIMSAMH I10 UCIIOJIb30BAHUIO ATUX METOOB.

15.5. Pemenune o0 HEOOXOAUMOCTH OOE3IMUYMBAHUS IEPCOHAIBHBIX JIaHHBIX
MIPUHUMAET PYKOBOJIUTEND Y UPEKICHHUS.

15.6. HayanbHUKH OTAENOB, HEMOCPEIACTBEHHO OCYIIECTBISIONIUE OOPabOTKY
MIEPCOHAJILHBIX JTAHHBIX, TOTOBST MPEMIOKECHHUS MO OOC3JIMYNBAHHUIO TEPCOHAIBHBIX
JTAHHBIX, 000CHOBAHUE TAKOH HEOOXOIMMOCTH M CIIOCO0 00E3TNIMBAHNS.

15.7. CotrpyaHuku moapa3ieieHuil, oOCTyXHUBalOMMX ©0a3pl JaHHBIX C
NEPCOHATBHBIMU  JAHHBIMHM, OCYIIECTBIISIIOT HEMOCPEACTBEHHOE O0E3JIMYMBaHUE
BBIOPAHHBIM CITIOCOOOM.

15.8. Tlopsamok paboTel ¢ 00€3IMUYEHHBIMU IEPCOHATBLHBIMU JIAHHBIMU:

15.8.1. O6e3nmueHHbIC IEPCOHATIBHBIE IAaHHBIE HE TOJIJICKAT PasrialleHHIo.

15.8.2. ObGe3nuyeHHbIE  TEPCOHAIBHBIE  JaHHBIE  MOTYT  0OpaOaThIBaThCA
C MCTOJIb30BaHMs U 0€3 HUCIOIb30BaHMS CPEJICTB AaBTOMATU3AIIIH.

15.8.3. [Ipu 06paboTke 00e3MHMUEHHBIX IEPCOHANBHBIX JaHHBIX C HUCIIOJIb30BAHUEM
CPEIICTB aBTOMATH3a[UU HEOOXOIUMO COOJIIOICHUE:

- IApOJILHOM MOJIUTHKY;

- aHTUBUPYCHOM TIOJIUTUKH;

- IpaBUJI pabOTHI CO Cb€MHBIMU HOCUTEIISIMU (€CITM OHU UCIIOIB3YETCS);

- IPaBWJI PE3EPBHOTO KOMMMPOBAHUS;

- TIPaBWJI J0CTyma B TTOMEIIICHHS, I7IC  PACIIOIOKEHBI

AJIIEMEHTBI

UH(OPMAITMOHHBIX CUCTEM;

15.8.4. IIpu 0O6paboTKe 003 TUUECHHBIX TEPCOHATBLHBIX TAHHBIX 0€3 UCII0JIH30BaHMS
CPEIICTB aBTOMATHU3AI[UU HEOOXOIUMO COOJI0IEHNE:

- MPaBWJI XpaHEHUsI OYMaXXHBIX HOCUTEIICH;

- MPaBWJI IOCTYIA K HUM U B TIOMEIIEHUS, TJIe OHU XPaHSITCS.
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